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I AM DELIGHTED to confirm our programme for our annual
networking session on the evening of 10TH September and our
study day on the morning of 11th September, which is being held
at the Telford Campus, University of Wolverhampton. This year,
our programme is focused on transformation, the next chapter and our future challenges
within the profession; there are many!
Dr Lucy Easthope, our esteemed Fellow and Chair of our Education portfolio, has
developed a fantastic programme, which will provide a mix of panel sessions, learning and
hearing from the heart of the profession. Those of you who have attended our events
before, will know that Lucy always delivers thought provoking and insightful learning
events. We promise this will be another that will explore the key issues. Lucy loves to
challenge us and this programme will provide this in abundance!
For our members, we have again kept this a free to attend and for non-members the cost
is £50. We have included a low cost option to book dinner, bed and breakfast, which is
noted on the booking information on the EPS website. We have limited number of rooms
on hold, so don’t delay in booking.
I hope you will join us for our annual event which combines networking, learning and continuous professional development; you won’t be disappointed.
We are delighted to be hosting our event with Stewart Mashiter and his team at the University – they are too are holding two half day events on 10th September, including one
presentation by Mark Scoggins, Solicitor Advocate, Fisher, Scoggins, Waters, London will be
presenting.
As I have been writing this, the Whaley Bridge emergency has been front and centre.
Many of our members have been involved and we hope to have a feature in the next edition. Well done to all on what was a challenging and complex situation; so many organisations involved and so many volunteers.

At the recent Board and Chairs’ meeting, which was held in July, there was great dialogue
and the session was really well attended. The overview report will be uploaded on the
website once it is complete. Key messages from the day:
• Working together.
• Communication and use of tools.
• The future for the profession?
• What does good look like?
• Learning to influence the future.
• What do we retain and what do we change?
• Membership – benefits, value and ideas to think about.
• Transforming & change.
The interaction on the day was extremely positive, and so much energy and enthusiasm in
the room. Great ideas and plenty to add to our plans. More at the Annual General
Meeting which will be held on 11 September, after the study day at 13:30hrs. The booking
information and detail is on the website.
Dates for the diary – A reminder that, the EPS will be exhibiting at the Emergency Services
Show on 18 & 19 September, NEC, Birmingham. We are also delighted to be a lead partner
for the International Security Expo on 3 & 4 December, at Olympia, London. The London
Branch is fully engaged to support this event, and are planning to host some presentations
during the event. I look forward to seeing you in September and as always, always willing
to hear views and ideas.
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EPS NATIONAL STUDY DAYS

Transforming
resilience - the
next chapter
W

E are delighted to confirm our
programme for our annual networking
session on the evening of 10th September and our
study day on the morning of 11th
September, which is being held at the Telford
Campus, University of Wolverhampton.
This year, our programme is focused on
transformation, the next chapter and our future
challenges within the profession; there are many!
Dr Lucy Easthope
Easthope, our esteemed Fellow and Chair
By Jacqui Semple,
of our Education
EPS Chair
portfolio, has
developed a fantastic programme, which
will provide a mix of panel sessions,
learning and hearing from the heart of the
profession.
We are delighted to be hosting our event
with Stewart Mashiter and his team at the
University. Separate from our event, the
University is also holding two half day
events on the 10th September, including
one with Mark Scoggins, Solicitor Advocate,
from Fisher, Scoggins, Waters - those of you
who have heard Mark
speak before will know
he is good value! To
find out more, go to
the University’s website at www.wlv.ac.uk you could make a day
of it.
I hope you will join us
for our annual event
which combines
networking, learning
and continuous
professional
Dr Lucy
development; you won’t be
Easthope
disappointed.

Telford venue
THE Study Days will take place at
the University of Wolverhampton’s
Telford Campus, which is just off
the M54 in Telford, Shropshire
4 l Resilience

Costs
Networking
& Study Day

EPS members

Non-members

FREE

£50

Networking
£89.50
& Study Day
PLUS Dinner
& BB (limited spaces available)

£139.50

EPS NATIONAL STUDY DAYS

Why you need
to be there
IF you need to explain to your employers
why you should attend this event, here’s the
good reasons why:
Influence the future: challenge your thinking and approach, and have the opportunity
to shape the future of the resilience sector.
Competence: it is about you as an
individual, your role and the expectations of
your organisation. It is about teams and
interoperability – you can’t do that without
the opportunity to develop and attend
professional learning events.
Peer-to-peer networking: the opportunity
to network with peers – learning from each
other, sharing ideas, and influencing best
practice.

Learning, practice and education – getting
match fit: all athletes have a training
programme to keep their performance top
notch. Similarly, we need to keep up to date
with new ideas, guidance and practice.

Continuous professional development is vital
for the ‘corporate athlete’. Keep your fitness
current!
All this can be provided at this one event –
we look forward to seeing you there.
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NEWS UPDATE

Hello DAFNI - new help
on flood defence
A NEW digital project to help protect and
improve the nation’s vital infrastructure was
launched in June.
Called ‘DAFNI’ – the Data and Analytics
Facility for National Infrastructure – it is a
national computational resource available to
academia and industry, allowing essential
research to ensure stability for the UK’s
long-term planning and investment in energy, transport, digital communications, water
supply, flood protection, wastewater and
solid waste collection, and waste treatment.
DAFNI is funded by an £8 million investment from the Engineering and Physical
Sciences Research Council, and is part of
the UK’s National Infrastructure Plan,
which has set aside over £460 billion of
investment for the next decade. For further
details go to:https://www.dafni.ac.uk/

10 year plan for farmland
THE independent RSA Food, Farming and
Countryside Commission has warned that
the climate emergency calls for a radical 10year plan.
Launched by Environment Secretary
Michael Gove, the report says that the UK
will see further climate breakdown and
"rocketing" diet-related ill-health unless it
moves to a sustainable and healthy food
system by 2030.
The report, Our Future in the Land can be
found at www.thersa.org/ffcc

Apologies to the Royal
Anglian Regiment

IN the last issue we referred to the Royal
Anglian Regiment as the Royal ‘Anglican’
Regiment, a silly mistake. The error was
pointed out by Charles Thomas, Resilience
Manager at Essex County Fire & Rescue
Service. Still a member of the Regiment,
Charles points out that it is an oft made
mistake, and that ironically, the original 9th
Regiment of Foot - later the Norfolk
Regiment, then Royal Norfolk Regiment and
now part of the Royal Anglian Regiment had the nickname, “The Holy Boys”!

Help Mountain Rescue help
those heading for the hills
THERE were only four days last year
when Mountrain Rescue teams in England
and Wales were NOT called out – so
Mountain Rescue England and Wales
(MREW) are being proactive by
distributing safety leaflets to the country’s
walkers, climbers and cyclists.
First launched in Cumbria in 2017, the
latest edition has been produced for this
summer for all of England and Wales, and
it is hoped it will help reduce the level of
call-outs: last year, MREW’s 48 teams
were deployed 2,214 times and assisted
over 1,900 people.
Nick Owen, of the Lake District Search
and Mountain Rescue Association, said:
“The
The focus of the advice is three simple
questions about the right gear, an
awareness of the weather forecast and
having the knowledge and skills for the
day ahead. If we can just get people to
think about these things before they set
off, people can keep themselves safe and
we can reduce the number of avoidable
call outs that are putting our voluntary
service under growing pressure.”
MREW ask that if you know of a way of
getting copies of the latest leaflet into the
hands of even more people who are
heading for the hills, please contact
MREW via the website at
www.mountain.rescue.org.uk or via
social media.

Top Award for SAR hero
THE Billy Deacon SAR Memorial Trophy
has been presented to Winchman Paramedic
Scott Sharman at the Air League’s Annual
Awards Ceremony, held in May.
The Trophy, sponsored by Bristow
Helicopters and Breitling UK, was established in memory of Winchman Billy
Deacon, who was tragically lost during the
course of a rescue in the Shetland Islands in

1997.
Scott Sharman received this year’s award
in recognition of his outstanding performance in a complex rescue in December
2018 - in severe conditions - of two climbers
following a fall at Tower Gulley on the
North Face of Ben Nevis, one of the UK’s
most dangerous ascents.

Welsh Ambulance gets a lift from Wales Home Care Project
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THE Welsh Ambulance Service Trust recently
visited the manufacturing facilities of Mangar
Health, who produce inflatable moving and
handling and bathing equipment, which is sold
world-wide - the Mangar ELK lifting cushion is on
every emergency ambulance in the UK and has
been designed to reduce injuries to paramedics
and ambulance technicians.
The Welsh Ambulance Service and Mangar
Health have been working closely together over
the past 6 months to deliver the ‘Wales Care
Home Project’, an initiative to safeguard the
lives of care home residents and help to reduce

the impact on the ambulance services.
Nearly 600 care homes took part across Wales,
which involved care home staff receiving training on post-fall management protocols, how to
use a Mangar Camel Lifting Cushion, as well as
introducing them to health assessment
techniques used by paramedics.
Mangar Health released figures from an early
project evaluation which showed there was an
80 per cent reduction in decisions to call an
ambulance by recipients, within the first month
of them receiving the support package.

NEWS UPDATE

First Chris Abbott memorial
lecture to be held
THE CBRN PWG is to hold the first ‘Chris
Abbott Memorial Lecture’ with the Eastern
Branch, at Bury St Edmunds Hospital on 26
September.
The CAML is a series of focussed lectures/
workshops around specific CBRN issues.
The intent is to bring into focus detailed
information and issues around such subjects
as contamination, decontamination, identification, fatalities, casualties, remediation etc.
This first CAML event will focus on the
spread and impact of contamination. EPS
members are welcome to attend - there is no
charge - and they should contact the CBRN
PWG Chair at:
barry.moss@bwmconsulting.co.uk
Non-EPS members are welcome to attend
at no charge for this first event. There is a
cap on attendance; first come, first served.

‘It’s a gas’ - West Midlands
visits National Grid

Bristol Smart City - addressing
modern urban challenges
SOUTH West EPS branch chair Ian
Cameron led a party of overseas government
officials in June on a visit to the Bristol
Smart Cities initiative . The initiative aims
to address modern urban challenges such as
mobility, energy efficiency and the ageing
population.
Bristol’s Operations Centre has
incorporated four control rooms – the City
Council’s Emergency Control Centre, Urban
Traffic management Control, Housing
concierge service and FirstBus Control
Room.
This means one facility can monitor and
manage the city’s traffic network so if
there’s a big city event with large crowds, its
much easier to manage traffic flow and provide fast access and egress for the buses
ferrying thousands of people around the city.
Community Safety is enhanced by a high

speed fibre network.
The Operations Centre can also be used as
a multi-agency tactical and strategic command room during a major emergency, from
response through to recovery. The facility
has been designed to aid interoperability
which is essential for effective emergency
management.
The Smart Cities initiative is supported by
Bristol is Open (BiO), an experimental
research and development high-performance
computing infrastructure which uses both
broadband and wireless technology: This is
a partnership between Bristol City Council
and Bristol University, which takes the
laboratory onto the streets.
Some might question the use of such
extensive CCTV and monitoring systems ,
asking whether this is all about Big Brother.
BCC ensures compliance with the surveillance camera code of practice,
all relevant legislation such as
the DPA 2018 the protection
of freedoms Act, and the
Human Rights Act.
The visitors were civil
servants from the Seychelles,
Botswana and London, as part
of a UK field trip for the
Changing Media Landscape
Workshop which Ian was
running for the London based
Public Administration
International organisation.
◼

TOP and LEFT: the overseas
officials are introduced to a
Smart City

FOR its June activity, the West Midlands
EPS branch visited both the Headquarters
of Nationial Grid, and the Gas National
Control Centre (GNCC) in Warwickshire,
which is at the heart of the UK’s gas transmission infrastructure.
The GNCC operates the National
Transmission System (NTS), ensuring the
correct gas pressures, flow rates,
temperatures and gas quality are
maintained at all times.
This work is becoming more challenging
as the UK adapts to changing sources of
gas, moving away from traditional North
Sea supplies to ones from mainland
Europe and Liquefied Natural Gas from
around the world.

London looks at the longer
term issues
THE London EPS branch held a study
morning in July, where it explored emerging
risks and opportunities, and closed with an
interactive discussion on the topic of
community resilience.
The workshop looked at some of the longer
-term stresses that impact our communities
and explored how to mitigate them.
Speakers and subjects were:
• Institute of Strategic Risk Management :
What risks does modern society face? Are
we prepared individually, organisationally
and as a society? - Lord Toby Harris.
• Nature Vation. Greening urban areas:
Why me as a resilience professional? Helen Hinds Resilience Manager,
Newcastle City Council.
• Community resilience. What is it, why do
we need it ? - facilitated discussion
involving the audience and two
professionals with Grenfell experience.
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EVENTS

To register for FREE entry visit
www.emergencyuk.com

T

HE Emergency Services Show 2019,
taking place in Hall 5 at the NEC,
Birmingham on Wednesday 18 and
Thursday 19 September offers a unique
opportunity for emergency responders and
anyone engaged in public safety and civil
contingency services to collaborate and
learn.
The Emergency Planning Society will be
exhibiting again this year alongside over 450
other companies and organisations.
How emerging technologies are improving
the efficiency and operational effectiveness
of emergency response is set to be the key
focus of this year’s event.
Four dedicated theatres on the show floor
will host a wide range of CPD-accredited
seminar sessions. The theatres will focus on
Emerging Technologies, IT developments,
Health & Wellbeing for the emergency services and Lessons Learnt from operational
incidents.

IT Theatre
LUANA Avagliano, Head of
ResilienceDirect, and Helen
Braithwaite, Head of
Standards, Training and
Exercising at the National
Cyber Security Programme
◼ ABOVE: will open the first day of
Luana
presentations in the IT Theatre
Avagliano.
sponsored by Excelerate.
BELOW:
Attendees can catch up on all
Helen
the latest information on the
Braithwaite
ResilienceDirect
Mapping refactor and the National Cyber
Security Programme Pathfinder Training
Programme.
Visitors can also step onto ResilienceDirect
stand (A49) next to the IT Theatre to discuss
the latest developments.
Other sessions will include how the Cloud
is pushing operational efficiency on the
frontline and how 5G could improve
operational response.
The programme will also take a look at
minimising data costs and how
the public's use of technology
will change how they interact
with the 999 service in future.
There will also be updates on the
Emergency Services Network
critical communications system
from the Home Office.

Emerging Technologies
THIS new seminar theatre sponsored by
MSA, Zebra Technologies and Westbase
will explore how Artificial Intelligence (AI)
and machine learning can be used to improve
emergency response. It will focus on the

8 l Resilience

Emerging Technology at the
Emergency Services Show
training benefits of Virtual Reality (VR) and
Augmented Reality (AR) technologies and
look at emerging vehicle technologies including electric vehicles and connected cars.
The multi-agency benefits of training in a
simulated immersive environment will be
discussed in a session looking at Coventry
University’s Simulation Centre, which has
been working with West Midlands
emergency services and council planners on
a recent training exercise. Other seminars
will examine how the future of vehicle
communications can positively impact
emergency service operations.

Health & Wellbeing
THE importance of health and wellbeing
issues, especially mental health, remains a
key theme of the show with two days of
presentations in the Health and Wellbeing
Theatre. British Red Cross will give an update on its Resilient Responders Programme
which aims to build individual and team
resilience through a range of psychosocial
support and interventions.

Lessons learnt
THE Lessons Learnt Theatre, sponsored by
UCLan, will feature case studies of major
incidents. Dr Nick Gent of Public Health
England will talk about the unique
challenges that the Salisbury incident in
March 2018 brought to public health emergency response, along with the planning,
training and exercises for such events and
the pressure of operating during an incident
of international significance.

Other major incidents reviewed in detail
will include the recent wildfires on Winter
Hill in Lancashire and the Ocado warehouse
fire in Hampshire. Visitors can also find out
how Scotland is successfully dealing with
knife crime.

SkyBound Rescuerer drones
TAKING place in the show’s Drone Dome
on 19 September, a full-day programme of
drone seminars offers visitors the opportunity to learn all the latest thinking on tactical
and strategic use of drone technology for
public safety applications.

An opportunity to network
and collaborate
WITH over 80 new companies and
organisations on this year’s floor plan, the
exhibition features everything from PPE, fire
-fighting equipment and medical supplies to
communications technology and training
facilities. Around the indoor and outdoor
exhibition, visitors will be able to see and
touch the latest technology and equipment.
As well as meeting the key resilience
organisations and training providers, visitors
can gain a deeper understanding of the support available from the voluntary sector in
The Collaboration Zone.
Entry to the eventis free, as is parking. The
NEC is accessible by motorway and linked
to Birmingham International Station and
Birmingham Airport.

EVENTS

Top summits look
at terrorism and
serious crime
T

HE International Security Expo, on 3 - 4
December 2019 at Olympia, London is
founded on content delivered by leading
lights from across the industry.
This year sees two high-level summits confirmed on Global Counter Terrorism and
Serious and Organised Crime.
Both are open to all but by application only
due to their popularity, so early registration
is essential.
The Global Counter Terror Summit will
build on the successful Safer Cities series
run over the past two years featuring personal insights from recent tragedies as well as
the horror of being kidnapped and held for a
number of years by Islamist extremists, as
experienced by Peter Moore, held hostage in
Iraq where he had been working as a contractor.
The Serious and Organised Crime Summit
will look at key themes from the National
Security Strategy and National Security
Capability Review both led by the NCA.
International involvement through INTER-

POL, EUROPOL and the FBI to name a few
will maintain a wider international
perspective. Mick Creedon, ex Chief
Constable of Derbyshire police and advocate
for improved investigative tools will be part
of a financial crime panel, while the country
lead for child exploitation will be represented by DI Mark Haddon the country’s leading
child exploitation investigator.
An additional six conferences will take
place around the expo, covering diverse and
complementary subjects:

International Forensics
INTERNATIONAL Forensics is new and
looks at cyber, economic, crime scene
forensics as well as the forensics of terror.
Dan Kaszeta, a former US Secret Service
Agent and Chemical Weapons Expert,
whose vehicle followed the Presidential
‘Beast’, will be talking of the forensics of
Nerve agents. Andy Oppenheimer, an internationally renowned author and explosive
expert, will be talking about
the Bomb Makers Fingerprint. Darren Stanton, on the
Human lie detector, will bring
a different angle on how to
analyse people’s thoughts
forensically!

Designing Security
DESIGNING Security in
from the outset of a building
project, is an architects’
challenge whilst retrofitting
security to historic or other
places can be an architects’
nightmare. The Designing In
Security conference will see
some of the country’s leading
architects from BuroHappold
Engineering and others
marrying up with security
providers such as Fay Tennet
from the Houses of Parliament. Security must also be
designed in when temporary
events are staged and leading
VVIP specialists will be imparting their experiences.

Crowded places
PROTECTING crowded
places will drill into the
lessons from the coroner’s
report on the London Bridge
attack but focus on several

areas including preparation for the
Birmingham hosted 2022 Commonwealth
Games where Dave Stewart, the head of
security with the games planning team, will
outline the challenges.

Transport Security
DRONES, behavioural detection, the
challenges with HS2, will all feature along
side a piece focusing on how our airports can
and must be protected from ever increasing
and diverse threats.
This will be expanded to highlight common
lessons for all ports of entry and exit whether
they be air, sea or rail.

Business continuity
CRITICAL to managing security incidents is
the ability to understand how to manage the
situation and ensure your business continues.
A day dedicated to bringing the best practice
including top tips from Chris Phillips a
former head of the National Counter Terrorism Unit who remains one of the country’s
leading commentators on both subjects, is
the Business Continuity and Crisis
Management conference.

Cyber threats
UNDERPINNING everything we do today,
rumbling in the background is the cyber
threat. Will Geddes, expert to the stars,
Nicola Whiting a leading cyber voice but
champion of diversity, Eliza May Austin
from the Ladies of London Hacking Society
and Berta Pappenheim da Silva from the
CyberFish Company will all be joining
senior NCSC personnel in imparting their
experience. Berta Pappenheim da Silva will
explain how you can cyber profile your staff!
THE Summits and Conferences take place
alongside a Product Innovation Theatre and
interactive live demonstration including:
• immersive virtual reality (VR) training
scenarios run by Leicestershire Fire &
Rescue
• the LPCB Live Product Testing Lab
• the Drone and Counter-UAV Zone in
association with DPAC
• the Counter-EO UK live demonstrations
• An immersive life size sea container
demonstrator provided by Border Force.
Registration is free – sign up now at
www.internationalsecurityexpo.com

Resilience l 9

FLOOD RESILIENCE

New PWG launched
for flood resilience
FLOODING remains one of the UK’s
biggest risks. Indeed, it’s likely we’ve
witnessed this for ourselves. In the last five
years alone, the UK has experienced:
• two of the wettest winters on record
(2013/14 and 2015/16)
• the warmest and wettest calendar month
on record (December 2015)
• the highest rainfall total in a 24 hour
period of 341.1mm recorded at Honister
Pass, Cumbria.

◼

The UK is seeing some of the wettest
weather on record
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These events had severe and widespread
impacts across Britain; thousands of homes
and businesses were flooded and the
Environment Agency estimate that economic damage over the course of the two winters
reached £2.9bn.
And the situation is only predicted to get
worse. A Met Office study has shown that
an extended period of extreme winter
rainfall in the UK, like that seen during the
winter of 2013/14, is now around seven
times more likely due to human-induced
climate change.
Based on the current flood risk, and
especially the potential for more severe and
frequent events in the future, we should
prepare through adopting the same high
standard utilised for any other emergency in
the UK.
The responsibility for effective emergency
flood planning and response extends from
Central Government, through Local
Resilience Forums, Category I and II
responders, all the way to residents, property
owners and businesses at
grass roots level.
Since the Pitt Review,
published in 2007, many
improvements and
advancements have been
made in the sector.
For example, the Flood
Forecasting Centre was
established in 2009 to
foster collaboration
between the Met Office
and the Environment
Agency to improve
national flood forecasting
and thereby the
preparedness of Category
I and II Responders.
The use and
coordination of
demountable barriers was
another recommendation
included in the report,
and how responders
should develop and
implement a clear policy
on their use for effective

asset management to offer protection to at
risk communities.
More recently, this includes the
establishment of the Environment Agency’s
Incident Management Training and
Exercising Framework and Property Flood
Resilience Framework. These two frameworks are helping to support homeowners
and communities at risk of flooding, and to
increase the confidence and competency of
their own duty staff in managing emergencies and incident response, with structured
training and exercising opportunities.
Further changes to how the sector manage
and respond to flood incidents are likely to
be incorporated soon following
recommendations made by Major Tim Cross
in the Multi-Agency Flood Plan Review
(2018).
The review was commissioned as part of
the government’s ongoing work to address
flood risk and to acknowledge that a great
deal of experience has been gained from
recent flood events.
The review sought to identify cases of
good practice and investigate how these
might be spread more consistently across the
country.
Expert knowledge and understanding of
emergency planning will be crucial to
perform health-checks on Multi-Agency
Plans, to provide Local Resilience Forums
with an additional layer of support and
direction.

Flood Facts

FLOOD RESILIENCE

How the Group will work
THE Flood Resilience Professional Working
Group (PWG) has been established because
we are eager to contribute to this professional
field through utilising the combined expert
knowledge and experience of EPS members.
It is our vision that the Flood Resilience
PWG will act as the Society’s main liaison
body to facilitate the ongoing development
and continuous improvement of emergency
planning and incident response within flood
resilience, and where necessary, to align with
any work of existing Professional Working
Groups.

It is essential for the Group to consider all
flood sources, due to the often complex and
inclusive nature and interaction of
floodwaters. As such, the Group’s remit
includes fluvial, coastal, pluvial,
groundwater and sewage flood sources, as
well as coastal erosion.

Progress

The Group aims to progress the sector
through sharing information with the wider
EPS membership and external bodies.

We will promote good practice and
innovative solutions, and both liaise with and
influence the ongoing refinement and update
of national flood policy through the relevant
UK agencies.
Where necessary, internal working subGroups will be established to progress
specific areas of the Group’s main activities
and the Group will represent the EPS on key
national working groups.
The Group and the EPS will be promoted
through the delivery of presentations and
attendance at forums and promoted as a lead
organisation in terms of providing advice on
flood emergency planning and incident
response.

Board

The Group is currently chaired by Phil
Emonson, Technical Director and Head of
Flood Resilience at JBA Consulting.
The main aim for the Group’s first year is to
create the Board, which will be achieved at
the inaugural meeting in the Summer of
2019.
Once the Board has been created, we
will set up the objectives with the new
members.
Membership will initially be
advertised via the EPS branches,
providing existing members the
opportunity to express an interest. As
time progresses, additional expertise
will be sought via invitation from
across the industry and academia.
Other aims for our first year involve
publishing a quarterly blog as an
educational and promotional tool, and
regularly promoting the PWG through
the EPS and social media platforms.

◼ The use of demountable barriers
came as a result of the Pitt Review. Here,
barriers in use in Ironbridge, Shropshire
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CYBER-SECURITY

Lessons
of the
WannaCry
attack
R

ESEARCHERS from Imperial College
London have produced a new White
Paper on cyber security at NHS trusts, which
was presented to parliament in July.
It said that the national healthcare system
needs to take urgent measures to defend itself
against hackers.
The White Paper follows the WannaCry
attack in 2017, which prevented staff in
nearly 34 NHS trusts from accessing patient
data and critical services.
It says that NHS trusts continue to be
vulnerable to cyber-attack and that the number and sophistication of attacks on them are
only increasing.
Ara Darzi, who led the research at ICL,
said: “We are in the midst of a technological
revolution that is transforming the way we
deliver and receive care. But as we become
increasingly reliant on technology in
healthcare, we must address the emerging
challenges that arise in parallel.”
The White Paper outlines various key
measures for NHS trusts to take to boost
cyber resilience
(www.governmentcomputing.com, 8 July
2019).
Among the initiatives suggested are
recruiting cyber security professionals in
their IT teams, developing ‘fire-breaks’ into
their systems so that certain segments are

isolated if infected with a computer virus,
and setting up clear communication systems
so staff can get help and advice on cyber
security when needed.
The findings of the White Paper are being
backed up by experts in the cybersecurity
sector. One organisation, LogMein, has
carried out much research.
Barry McMahon, Senior Manager in International Marketing at LogMeIn, said:
“Our recent research revealed that 92% of
organisations surveyed experience challenges
when it comes to identity management.
Implementing multi-factor authentication and
single-sign-on solutions can help companies
by adding multiple layers of security to
ensure that data remains secure.
“The reality is that every person with a
password is a potential access point, and the
only way to change people’s habits and
behaviours is to educate and provide easy-to-

use tools and apps that they can also use in
their everyday personal life. Security is not
just for the workplace, it’s just as important
in the home environment, given a high
percentage of people use the same passwords
for personal and workplace logins. Security
and positive user-experience should not be
traded off against each other, they can coexist, it’s a matter of finding the right blend
of services.
“Therefore, while digital transformation is
indeed vital to protecting data, we must also
go back to basics and ensure that NHS
employees working with sensitive
information are up to scratch with password
hygiene and ensure that their workplace
credentials remain secure. Only then can
NHS databases remain secure, keeping
patient data safe and making another
WannaCry far less likely in the process.”

Small businesses vulnerable to cyber attacks
W
HILE there is much focus on cyber
attacks on the public sector, research
has found that the retail and financial
services sectors are among the worst in
updating their IT systems (Daily Telegraph,
18 June, 2019).
Robert Smith, Product Manager, Security
and Networking, at Maintel, looks at the
scale of the problem, and what steps small
businesses should be taking:
“Almost 80 per cent of retailers surveyed
in the annual Retail Crime Survey had reported seeing a rise in cyber-attacks, whilst
attacks on the financial services sector were
up fivefold in 2018, according to the FCA.
“This highlights companies are not reacting to the ever growing threat that cyber
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hackers pose, and there is a lack of emphasis
on maintaining the most secure operating
systems.
“As companies are becoming increasingly
mobile and widespread in their points of
communications, they widen the gate of
opportunity for hackers.
“A lot of companies, particularly in
smaller business, worry that they do not
have a big enough IT team, or the
necessary skills to cope with a wave of
cyber-attacks whilst upholding the best services. For example, how can a SME meet
worker demand for working from home if
their networks lack effective security
measures when out of office?
“It can be a daunting task because

companies may feel they do not have the
time or money to invest in the security
measures needed.
“This is why a unified approach to addressing network vulnerabilities is required,
whereby the identifying points of
vulnerability, then focused solutions are
required to ensure companies can keep up
with cyber-attack growth. This is easily
achievable and important for businesses,:
companies can outsource the management
of such issues, and more importantly, they
have a duty to ensure their systems are
secure due to the severe repercussions of
failing to meet General Data Protection
Regulation (GCPR) guidelines.”

CYBER-SECURITY

Protect
that
Password!
The Weakest Link in
Cybersecurity - You, Your
Employees (and Everyone Else)
DAVID MAHER, International Marketing
Director, Cybersecurity and Information
Resilience at the British Standards Institute,
has some wise words:

M

OST people know that they should
have strong passwords, that those
passwords shouldn’t be reused, that they
should be suspect of emails that contain
unexpected attachments and that they must
be careful when using public Wi-Fi.
But time after time, humans prove that they
don’t always adhere to best practices. This
makes the weakest link when it comes to
cybersecurity—us.
Criminals routinely seek to exploit
individuals rather than systems because they
understand just how effective social
engineering techniques are on busy,
distracted people who might not have cybersecurity at the front of their minds.
It is incredibly easy, and cheap, for bad
actors to send out an email that contains a
file with embedded malware or that gets you
to reset your password on a look-alike fake
website to phish for credentials.
Once these criminals have gotten you to
install the malware or have your credentials,
they can wreak havoc on your network.
Holding data ransom in exchange for cash
or bitcoin, sift through documents for trade
secrets or expose sensitive emails and internal discussion to create bad press for your
organization - this method is so effective,
that 91 percent of cyber-attacks start with a
phishing email.
While it would be impossible to entirely
eliminate the risk posed by human factors,
there are ways for organizations to substantially decrease their risks. Some technologists preach eternal vigilance and that users
should consider every website and email
suspect. Unfortunately, this is not realistic in
the real world, and we know people will slip
up. So what does work? What can a Human
Resources professional do to ensure
improved cyber habits in the workplace?

Train regularly

a cybersecure environment looks like, both
in the office, at home, and on the road is
important in workplaces where employees
bring their own devices.
How organizations approach training is
also key. An annual approach to cybersecurity training doesn’t provide regular enough
reminders for today’s cyber environment.
Short, frequent trainings and reaching out
to employees with regular tips and updates
as the cybersecurity landscape changes is
vital.

Create a ‘human firewall’
CREATING a cybersecure culture is also
key to combating attacks. Employees must
be empowered to be the ‘Human Firewall’
that protects an organization.
Helping employees understand the
importance of their role in cybersecurity and
giving them the tools needed to report
incidents and give feedback is key.
Even with an optimal cybersecurity system,
errors and mistakes will occur and a quick
and easy reporting system will help
empower employees to flag anything
suspicious to the IT team.

Monitor and Respond
Once suspicious behaviors or programs are
flagged, it is important that the IT team have
an up-to date incident response plan.
This plan will help clarify immediate
responsibilities and ensure that the correct
action is taken to contain and control threats.
The incident event details should be
recorded to guide future learning, allow for
continuous risk assessment and identify
areas where additional training is needed.

T

HESE components make up some of the
best standards-based cyber security
programs.
The world over, organizations rely on
standards-based cybersecurity programs that
assesses current risk and identify areas for
improvement to help secure their networks.
This type of approach to cybersecurity also
demonstrates that an organization has the
necessary controls in place to reasonably and
responsibly fulfil its duty of care.
Because humans are the weakest link in
cyber and also the central users of our
networks and information systems, risk
cannot be completely eliminated.
However, a robust, standards-based
approach will help organizations strengthen
their cyber security chains.

TRAINING and awareness are the first piece
in the puzzle. Regular discussion about what
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CRITICAL COMMUNICATIONS

Best practice in voice
communications

◼ Around the world, those dealing with security or emergencies know that there is no time in a
crisis for misunderstandings

A

ROUND the world, largely unseen and
unrecognised, there are individuals and
organisations whose responsibility is to keep
us safe.
Protecting citizens and communities, and
helping to ensure that society functions in a
civilized manner, the first responders who
comprise our policing, fire and rescue and
emergency medical response teams are
people that we unthinkingly rely on in a
crisis.
Putting themselves on the front line, they
are the highly trained teams that manage
major incidents.
The word ‘team’ is the critical one, as these
individuals have to work together seamlessly
to execute a rapid and efficient response, and
to ensure the safety of themselves and their
colleagues as well as the general public.
Disciplined and reliable communications
are the key to safe and effective working
practices, and to that end first responders use
designed for purpose communications
systems that are not available to consumers.
These systems have to be robust and always
available, so first responders can be sure that
when they need their radio, it works
instantly.
Critical communications networks are
currently based on narrowband technologies
such as TETRA and P25, with complementary non-critical broadband data services
carried over commercial 3G/4G networks.
Some countries are looking to eventually
migrate first responder voice as well as data
services on to broadband LTE/4G networks
once the systems have been hardened to
include the specific requirements of first
responders.
But irrespective of the network, the
communications behaviours of first
responders need to be common and
predicable across all agencies – there is no
time in a crisis for misunderstandings.
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FINLAND – managing the
transition from narrowband
to broadband

to act and understand the roles of colleagues
– effective training tunes the way of working.
Reactions should be automatic, and it is
imperative that the operational procedure in
crises is actually the same as in day-to-day
non-emergency activities.
“With broadband, the worry is the constant
level of performance – it needs to work in
exactly the same way for users,” says
Kauppinen. “Every time a user pushes the
button on the radio, it must work the same;
and if the radio is sending video then the
baseline is the same. We can’t risk the lives
of people in society for the sake of change –
all new advances are very welcome as long
as users have full trust and confidence in
them.
“Take the coverage issue – there is
expectation of coverage on the current
TETRA network, users need to know that
when they walk through that door, they will
have coverage. With broadband, we don’t
want a scenario where users are saying ‘it
used to work, it worked last time’; the ability
to trust is very important.
“Similarly, when you give a command, that
command needs to be acknowledged and
confirmed – the execution may be different
but the process needs to be the same whether
it is human to human or machine to machine.
Predictability is key.”
In the future, Kauppinen thinks that for first
responders it may be that information will be
presented in the best way for the individual,
so for example, haptic communications (or

ANTTI Kauppinen is Head of Department,
Mobile Technology Development and
Strategy at Erillisverkot Group in Finland,
which among other ICT responsibilities runs
Virve, the national administrative security
radio network.
Virve is used by authorities, security
operators and first responders for efficient
and secure communications, and is an
essential part of the daily cooperation
between authorities as well as in crisis
situations, including across organisational
boundaries.
Kauppinen is responsible for managing the
transition from narrowband to broadband
communications for Virve users – not a
straightforward process as first responders
particularly need to have complete
confidence in the new system.
Virve users are currently on a TETRA
narrowband network for voice services.
“Speech is by far the most critical medium
for leading, managing and reporting,” says
Kauppinen.
“With TETRA there is a group
communications hierarchy and the ability to
block communications, so group leaders can
speak directly to other group leaders. There
will be incident talk groups and shared talk
groups – these will be preset, so there has to
be discipline and
training.”
Users need to know that when they walk through
Regular training
is essential to
that door, they will have coverage. With
ensure all
broadband, we don’t want a scenario where users
participants in an
are saying ‘it used to work, it worked last time’;
incident response
team know how
the ability to trust is very important

CRITICAL COMMUNICATIONS

’by touch’) may be deployed in a situation
with no visibility, where the best way to
communicate with a human may be via a
machine.
Broadband data can provide enhanced
information in terms of situational
awareness, particularly when critical communications users have priority 4G/5G
services. So for instance, sensors that trigger
a fire alarm will be able to transmit real time
information and video to the first responders
on their way to the incident.
“Public safety users will want to harvest all
the benefits of broadband, of virtual reality
and artificial intelligence,” says Kauppinen,
“but the networks first have to be ready to
meet mission critical demands.”

The view from Belgium
FREDERIK Langhendries is Communication Manager of ASTRID, the operator of the
national radio communications, paging and
dispatching network designed for emergency
and security services in Belgium.
The ASTRID radio network handles more
than two million radio contacts every day
across Belgium.
“Effective training and total commitment
to radio discipline from first responders and
their commanders is essential to ensure
automatic reaction with the correct
communications plans in crisis situations,”
says Langhendries.
“In an emergency, calls must be kept short,
and the information given must be simple
and straightforward to ensure smooth
communications.”
ASTRID also employs a specially
developed e-learning platform that first
responders can access at any time to keep
their training up to date.
Individual progress is tracked by each
public safety agency, and the courses can be
tailored to meet specific group needs.
ASTRID radio communications are possible
within pre-programmed call groups and
every agency has its own network within the
common national network.

Best practices in US
fireground communications
KEN Rehbehn is principal analyst at the
critical communications analyst company
CritComm Insights, and has also been a
volunteer firefighter with Montgomery
County Fire and Rescue Service in
Maryland, US since the 1970s.
He brings a global view of the critical communications industry as well as extensive
first-hand experience of the fireground.
“Practices in fireground communications
vary from jurisdiction to jurisdiction, but the
principles will generally remain consistent,
helping support the modern concept of
incident management.
The US uses an incident command system
that has evolved over time, but was founded
in large scale wildland firefighting practice –

◼ The ASTRID radio network operates across Belgium, handling more than two million radio
contacts every day

forest and brush fires – that provided a
tremendous base of experience developed in
a demanding operational environment,” says
Rehbehn.
“First and foremost, the incident command
system establishes clear lines of authority
and streamlined communications. On the
fireground, voice communications flow
through group supervisors.
“Whenever possible, face-to-face
communications are used in order to limit
the radio traffic and to bolster the
effectiveness of the group supervisor. Instead
of all communications being directed at the
incident commander, the more essential
information is processed by the group
supervisors who then update incident
command. This not only helps reduce radio
traffic but also increases the quality of
information.”
Incident command is by definition the
person at the scene who has responsibility
for managing the entirety of the incident –
the individual may change as more senior
officials arrive. In the US, this incident
command system is standardised and taught
and enforced through training and
certification on a national basis – so the
terminology, theory or operation and
practices should be consistent across the
nation.
The responsibilities in the incident
command system extend to logistics and
communications support – the operations on
the fireground in a large forest fire will have
many people involved and the structure has
to be an umbrella that
sits over everyone from
the firefighters to the
support staff pumping
out toilets in the base
camp.
When done well, voice
radio communications at
an incident are crisp, to
the point, clear and flowing through the incident
command procedure.
There are exceptions, and
an important exception
will be the mayday or
distress call by an
individual firefighter.
“Best practice for
supporting the mayday
situation includes having
a clearly articulated

These best practice voice comms
should end up becoming muscle
memory – second nature
policy on what information a distressed
firefighter should communicate – and the
actions other members must take to keep
radio traffic minimal as the response takes
shape to effect the rescue,” says Rehbehn.
“This best practice must include regular
training, so the behaviours can be applied
across all incidents irrespective of scale.
These best practice voice communications
should end up becoming muscle memory –
second nature.”
As broadband bearers are hardened to
mission critical standard, there is much being
made of the use of data to enhance the work
of first responders, but Rehbehn thinks it
unlikely that voice will cease to be the most
immediate and efficient means of
communication in a crisis situation:
“It won’t happen while real people are
involved in managing an incident – maybe
once all human intervention is eliminated,
but until then, voice will remain king for a
truly effective response.”

◼

During forest fires in the US, where possible
face-to-face communications are used in order to
limit radio traffic
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CLOSE to 50 percent of the Emergency Planning Society’s members are from the public sector, the remainder
are from the private and voluntary sectors. In the London Branch of the EPS we have been aware of the
cross-over between these three sectors. Having been recently invited to observe on a private sector crisis
management exercise, we thought it might be worth exploring this topic. The article is written from a private
sector perspective so we seek forgiveness in advance for any lack of doctrinal purity.

Bringing
JESIP to the
private sector
16 l Resilience
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Emergency Planning across the
public-private divide
A
By Mark Chapple and June
Saunders, London EPS

S an outward looking organisation,
we in the EPS should look to
benchmark globally where possible
using international standards, as well as
domestic policies and procedures.

PRIVATE SECTOR

AS well as resilience shocks, business also
has to deal with many of the stresses that
impact the Civil Contingencies community
and wider society.
Some of the big private sector players in the
Civil Contingencies space may be international businesses, their products and services
may be critical to the local communities or
cities they serve.
Some of these businesses themselves may
be covered by Civil Contingencies
legislation, or when they have remote
dependencies including their work-force
living in the local community, and their
supply chain.
Some businesses can be incredibly responsive in a disaster: during the hurricane
Katrina response in 2005, one shipbuilder on
the Gulf of Mexico provided housing for
1,000 local staff in the aftermath of that
catastrophic event (i). This was implemented weeks in advance of the delivery of
comparable aid from City, State and Federal
agencies.

SUB-CONTRACT
RELATIONSHIPS

SUPPLY chains themselves are not always
resilient or attuned to the disciplines of
emergency planning and response, this is
sometimes the case when dealing with smallto-medium enterprises.
Project sponsors and prime contractors will
need to ensure that emergency planning,
response and recovery clauses are embedded
in contracts and sub-contracts along with key
performance indicators.
Prime contractors will not only need to
measure the performance of their subcontractors they may also need to step down
to help some of their suppliers better
understand the needs of emergency planning,
response and recovery.
Local government can also have a part to
play here, providing resilience advice to
small to medium enterprises in their locality,
which will help to underpin and sustain their
local economies.

infrastructure in a city or in a region might
not only be hosting critical national
infrastructure (CNI) , it might also be critical
international infrastructure (CII).
An act of vandalism in South London only
merited a crime report at local level
- globally the incident shut the Japanese
stock exchange down for two days.
Whilst business may be aware of this interrelationship, it is not always brought to the
attention of the public sector.

THE ROLE OF EXERCISES

THE need to exercise is well-established in
international standards for Information
security, Business Continuity and incident
response. The UK Government website on
Emergency planning and preparedness:
exercises and training (ii) identifies three
main purposes for holding exercises:

• to validate plans (validation)
• to develop staff competencies and
•

give them practice in carrying out
their roles in the plans (training)
to test well-established procedures
(testing)

Testing and validation of plans and
procedures are sometimes overlooked; from
a quality management perspective exercises
can also act as a valuable internal and
external audit tool.
Exercises can sometimes provide a unique
opportunity to validate risks, assumptions
and dependencies adding further value to the
return on exercise investment.
Sometimes the act of bringing a range of
professional disciplines together in an
exercise scenario can act as an incubator for

fresh emergency planning, response and
recovery thinking. A well-researched exercise scenario can be one means of testing
existing risks, assumptions and dependencies; it can also support horizon scanning by
exposing new ones.

EXERCISE CONSTRUCT

IN May this year two members of EPS
London Branch were invited to observe at a
table-top emergency response exercise held
by the Thames Tideway Tunnel project.
Started in 2015, the project involves creating a 25km tunnel network under London to
meet the city’s future sewerage and drainage
needs. Tideway operates at 24 sites across
London, each providing a local level touchpoint and an opportunity to promote local
resilience. The Tideway construction phase
is due to end in 2014 when the project will
be handed over to the operator.
The exercise took place using the current
Joint Emergency Services Interoperability
Programme (JESIP) command levels:

• Strategic
• Tactical
• Operational

(Gold)
(Silver)
(Bronze)

The higher control and lower (Operational)
control players were provided by staff from
London Resilience.
Tideway, the main element being exercised
stood up Tactical and Strategic levels.
The exercise was based around a scenario
on the River Thames with multi-disciplinary
teams from Tideway manning both levels
and working though the JESIP joint decision
model. (iii)
Whilst JESIP is public sector focused there

DEPENDENCIES

OVER six members of the EPS contributed
to BS67000, the recently published standard
on City Resilience.
During this work it was identified that
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◼ The construction programme at Heathrow’s Terminal 5 was disrupted by protesters.

© JESIP

may be advantages for the private sector
adopting some of the JESIP doctrine for
incident management, which might include:
• Adopting a proven incident
management process.
• Using procedures that would
immediately integrate with blue light
services in the event of the incident
escalating severely.
During the exercise, the Tideway Strategic
and Tactical teams included representation
from a range of disciplines within the
organisation, including:
• Management
• Finance
• Legal / Commercial
• Engineering
• Logistics
• Marine
• Health and Safety
• Communications / Media
Relations
• Human Resource
• Information Systems
Tideway run these exercises every six
months, this being the fourth exercise.
It was evident to the EPS observers that this
was an organisation maintaining its
emergency response “muscle memory”
rather than developing it from a cold start.
The JESIP decision model quickly appeared
on displays in the Strategic and Tactical
cells.
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Although such acts may have little impact on the general public and therefore not involve a
major emergency response, it will be a major incident for the private sector organisations
involved in terms of financial and reputational impact © MGC

INFORMATION FLOWS

THE JESIP METHANE (iv) template
was quickly applied by Tideway exercise
players once it became clear that this was a
major incident.
There was useful discussion during the
exercise and at the wash-up as to what
constituted a major incident.
There needs to be growing recognition that
what constitutes a major incident for the
public sector, may not always align with the

private sector. The disruption of a construction programme such as at the new Terminal
5 at Heathrow or the Winchester by-pass,
had little direct impact on the travelling
public.
However, the impact on the private sector
responders may be significant in financial
and reputational costs. There may well be
cases where private sector responders may
well declare a major incident, whilst the
public sector remains at steady state.

The five-stage JESIP joint decision model form a pentagon with “Gather
Information and intelligence”
at the top.

© JESIP
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M

UCH of the opening stages of an
exercise or an incident involve
gathering and assessing information - in an
exercise controllers and players will be
constrained by the type and number of information sources they are able to portray.
During a major incident this could quickly
turn to data-deluge. Section 9 of the JSEIP
doctrine covers “supporting joint decision
making”;

• Relevance – in the current situation, how

well does the information meet the needs
of the end user?
• Accuracy – how well does the information
reflect the underlying reality?
• Timeliness – how current is the
information?
• Source reliability – does previous
experience of this source indicate the likely
quality of the information?
• Credibility – is the information supported
or contradicted by other information?
With the pervasiveness of social media,
validating and verifying mainstream and
social media is of growing importance.
Bad actors can and do insert malicious
reports during incidents, reports that mislead
the public, victims and response personnel.
Establishing the credibility of certain
sources and their narratives is becoming as
important in business, as it is in politics and
emergency response. Business in particular
will be alert to potential reputational damage

to their brand - during a major
incident corporate communications
staff will not only need to manage
interaction with mainstream media,
they may also need to monitor and
develop counter narratives on social media.
This may even require a surge
capability. Section 10 of the JESIP
doctrine also talks about the
benefits of establishing a multiagency information cell (MAIC)
for longer term incidents.
For Category II responders from
the private sector we could see
benefits from contributing to an
MAIC.
Media relations were practiced
during this exercise with real-time
time
interviews being conducted with
Strategic level exercise players by an
exercise media team. Accurate and timely
situational awareness will not only be key to
be managing a major incident, it will also
drive public perception through the media
response.
Within the business, we see potential to
make greater use of corporate networks
during an incident.
An incident response home page could hold
templates for METHANE and IIMARCH
(see right) as well as hosting the current
situation report. Network communication
tools such as Skype for Business, Microsoft
Teams and Adobe Connect could be used to
improve information flows between

◼ Bad actors can and do insert malicious reports during incidents, reports
that mislead the public, victims and response personnel. Below, two such
tweets spreading rumour and falsehoods - during the
Grenfell tragedy, extremists from
all sides attempted to whip
up confusion, conflict and anger
amongst an already traumatised
community.
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operational, tactical and strategic levels.
Some applications also allow domain
owners to federate other users, such as their
supply chain members on to their networks,
allowing them to share files, situation
reports, chat on VoIP / RoIP etc. Tideway
have such an incident response landing page.
We recommend that businesses ensure they
are prepared to extract the best value from
their corporate IT services in an emergency
response situation.
At the conclusion of an exercise or incident
a copy of all server content and network
traffic should be stored in a format compliant
with recognised standard such as the Police
Chiefs good practice guide for digital
evidence. (v)
A lesson from the Grenfell response was
the benefit in providing those remotely
managing the incident with a live video feed
from the scene. This improvement was mirrored the year before in recommendation 34
of the Harris (vi) report in to the response to
the London Bridge attack.
We recommend that both public and private
sector responders look at how they could
better use consumer grade UAVs - or drones
- in their day-to-day operations and
transition those capabilities in to emergency
response resources.
Even from a private sector perspective
imagery from UAVs owned and operated by
business could be shared over corporate
networks during an incident. Apart from
that it could also be used for the good of the
local community, looking for missing persons or recording anti-social behaviour.

SITUATION REPORTS

SECTION 8 of the JESIP doctrine refers to
the IIMARCH briefing template (vii) , used
for situation reports and updates.
Use of a standard reporting format such as
IIMARCH would help to reduce friction and
improve interoperability between stakeholders in the private sector and the public sector.
Adherence to this JESIP briefing template
will help to promote confidence between
both sides.
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RECOVERY PHASE

THE benefits of having the London
Resilience Forum write and deliver the
exercise became evident again at this stage.
This Multi-disciplinary team brought
expertise to bear from the Port of London
Authority, HM Coastguard, local authorities
as well as Police, Fire and Ambulance.
The exercise focussed on recovery issues
like the Coroners Court, statutory
investigations, presentation of evidence and
cross-examination.
Proof of professional competence, a topic
close to the heart to the EPS, was identified
as a topic that would be on the agenda at
inquests and Boards of Enquiries. As EPS
observers we wondered what if any
competences should be assigned to the
private sector personnel working at Strategic
and Tactical levels.

BUSINESS IMPACT ANALYSIS

AT the exercise wash up the Exercise
director emphasised the need to be able to
address the macro issues around an incident.
Emergency planning experience from the
critical national infrastructure sector tells us
the value of a full Business Impact Analysis,
(BIA).
This should be done routinely as part of
business continuity planning. From a
business perspective this should include the
knock-on effects of those dependent on the
products and services that may have been
interrupted by the major incident.
The BIA should also include internal
dependencies such as your own work force
(Katrina and Grenfell), your supply chain
and your immediate local community.
Understanding these deeper impacts at the
planning stage will help understand the
second and third order effects of an incident
and accordingly plan more robust mitigation
strategies. Corporate social responsibility
can play a significant part in building community resilience, some businesses are
already seeing benefits from aligning with
the guidance in ISO 26000: social
responsibility. In the UK, Clause 6.8
probably has the most applicability:
• Community involvement
• Education and culture
• Employment creation and skills
development
• Technology development and access
• Wealth and income creation
• Health
• Social investment

CONCLUSIONS

1
2

The JESIP doctrine has applicability to both the Public and Private sectors.

Small-to medium enterprises in capital projects and critical
infrastructure will benefit from emergency planning, response and
recovery advice; they may be presented with resilience related contractual
obligations.

3

Local communities and local business should be engaged in
anticipation and assessment activities. This provides business in
particular opportunities to align with social responsibility standards.

4
5
6
7
8
9
10
11
12

As part of anticipation and assessment activity, a full business impact
analysis should be implemented to identify the micro and macro knock on
effects of any business interruption.
Exercises can be linked to both internal and external audit and can be
used to validate assumptions, risks and dependencies.

Six-monthly table top exercises are regarded as a good practice
measure.
Both parties need to recognise that public and private sector
definitions of a major incident may not always align.

Timely validation of information remains a challenge during a major
incident.
Live video feed from incidents is invaluable at 999 call centres,
Strategic and Tactical command.

The communication, conferencing and data sharing capabilities of
existing office automation offer significant advantages for reducing
decision cycles and enhanced situational awareness.
Local Resilience Forums offer a rich stream of expertise and are often
uniquely placed to provide exercise writing and control capabilities.
In the UK their employment is regarded as a best practice measure.
In the private sector there may be post-event benefits of recording
the emergency planning and response training and competence of
business executives required to act at Strategic and Tactical levels
of command.

Exploitation routes:
• Academic research
• Insurance sector engagement
• Trade bodies such as the British Retail Consortium, Construction Industry
Council,
• Training and Accreditation of emergency planning tourists
• Deeper examination of remote dependencies, second and third order
failure effects in critical local and national infrastructure.
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TERRORISM

By Bob Wade
Editor, Resilience

S

RI Lanka, and indeed the rest of the
world, has been rocked by the suicide
bombings that targeted Christian churches
and hotels favoured by Western tourists.
The attacks took place on 21 April, Easter
Sunday, and were carried out by seven
suicide bombers claiming allegiance to the
ISIS leader Abu Bakr al-Baghdadi.
Three churches and luxury hotels in the
capital Colombo were targeted, in a series of
coordinated attacks - 258 people were killed,
including 45 foreign nationals, and at least
500 were injured. The church bombings
were carried out during Easter services in
Negombo, Batticaloa and Colombo; the
hotels that were bombed were the ShangriLa, Cinnamon Grand, Kingsbury and
Tropical Inn.
The wives of two of the suicide bombers
were also killed in the subsequent police
investigations – Pulasthini Rajendran, wanted by the Sri Lankan CID over the attacks,
was killed when police raided her home,
while Fathima Ilham, pregnant with her
fourth child, detonated a bomb when police
entered the house, killing her and her three
sons and three police officers.
There has been much anger in Sri Lanka
that the plot was missed by the country’s
security services, especially as it is one of
the most experienced internationally in counter-terrorism, given the previous three decades of conflict with the Liberation Tigers of
Tamil Eelam (LTTE) – the ‘Tamil Tigers’.
However, its focus on the previous civil
war may have been the problem. As Sameer
Patel, the Director for International Security
for the Mumbai-based Gateway House thinktank commented: “The mindset is still
attuned to any future terrorist attack coming
from Tamil Tiger extremists.”
In the period that Islamic fundamentalism
began to grow – and with it the terrorism of
the Salafist-Jihadists – Sri Lanka was
gripped by a bitter civil war between the
country’s majority Sinhalese Buddhist
majority and the minority Hindu Tamils. In
the modern era, the tensions between the
Sinhalese dominated government and the
Tamils, began to simmer in 1972 after the
government declared Buddhism as Sri
Lanka’s official religion.
As in Northern Ireland however, religious
differences were a subscript for wider
socio-economic and nationalist fault lines.
The Sinhalese have always viewed the
Hindu Tamils as more loyal to Sri Lanka’s
giant neighbour, India, than the Buddhist Sri
Lanka, and have persecuted the Tamils for
decades. Equally, the oppressed Tamils want
partition of the island, creating separate
Tamil states in the east and north.
The conflict exploded into open civil war in
1983, after the ‘Black July’ anti-Tamil
pogroms, which left an estimated 3,000
Tamils dead and 150,000 homeless.
Thousands and angry young Tamils flocked

into the Tamil Tigers, while India
helped arm the Tamils and turned
a blind eye to Tamil military
training camps on the Indian
mainland.

T

Slaughter in
Sri Lanka

he civil war raged until 2009,
leaving an estimated 200,000
dead. During this period, the LTTE did turn
to suicide
bombings. Although a Hindu nationalist
organisation, the LTTE sent fighters to meet
with Hezbollah, the Islamic fundamentalists
fighting in Lebanon, and received training in
suicide bombing tactics.
During the civil war, the LTTE carried out
115 suicide bomb attacks. However, as the
charity ‘Action On Armed Violence’ states,
92 per cent of these were against military
targets or assassinations of politicians, rather
than indiscriminate attacks on civilians
(AOAV Statement, 21 April, London).
So the security services in Sri Lanka have
much experience of suicide bombers, but did
not see the new threat coming from the
direction of Islamic jihadism. Yet there were
many warning signs.
The terrorists appear to have been members
of the jihadist ‘National Thowheeth Jama’ath
– the National Monotheism Organisation.
The NTJ first came to the attention of the
authorities when they were blamed for
defacing Buddhist statues.
The NTJ’s extremist views hardened with
the growth of ISIS in Iraq and Syria.
In 2016, the Sri Lankan government
reported that 32 Sri Lankan Muslims had
gone to Syria to fight for ISIS, and soon
propaganda videos circulated depicting NTJ
members pledging allegiance to Abu Bakr al
-Baghdadi.
In 2016, Hilmy Ahamed, Vice President of
the Muslim Council of Sri Lanka, warned
the government about the shift of the NTJ
group towards violent jihadism, but no
action was taken.
Indeed, an incident in 2018 demonstrated
the government’s mindset: two policemen
were shot dead at a roadblock – a former
leader of the Tamil Tigers was
immediately arrested. However, in the
investigations that followed the Easter
Sunday massacre, it was discovered that the
NTJ had carried out the
attack.
Then at the beginning of
this year, a large cache of
explosives were discovered
in Wanathawilluwa, which
police said was part of an
ISIS plot to blow up
Buddhist statues.

they could not believe that a threat could
come from within Sri Lanka’s small (around
9 per cent of the population) and prosperous
Muslim community.
Despite the odd exception – such as the
small pogrom against Muslims in Kandy last
year which left several dead, after a group of
Muslim men had killed a Buddhist in a row
following a traffic collision – relations have
been generally peaceful. Muslim politicians
such as Faiszer Mustapha MP sit in Cabinet
positions in the majority Sinhalese government. When the government announced that
32 Sri Lankans had gone to fight in Syria, it
reported that they came from “well educated
and elite families”. Of what is known of the
Easter Sunday suicide bombers, two are
believed to be the sons of a prominent
Colombo spice trader.
In a country where there has been a constant struggle against poverty, the authorities
could not understand that such a terrorist
group could come from the privileged. This
though has been the experience in the West indeed, it should not be forgotten that Osama
bin Laden had a personal fortune of £24
million from his wealthy family.
The Easter Sunday massacre however was
an ISIS attack directed at the West generally
- Sri Lanka just provided the back-drop. The
country’s Christian community, the smallest
of the religious groupings in Sri Lanka, was
targeted as in ISIS demagogy, Christianity is
portrayed as a ‘Western religion’. The hotels
targeted were ones favoured by Western
tourists - ISIS clearly hope for a ‘Tunisian
affect’ on Sri Lankan tourism, trying to
revive after 30 years of civil war.
As all intelligence agencies have warned,
while the ISIS ‘caliphates’in Iraq and Syria
have been dismantled, ISIS - like a wounded
beast - wants to demonstrate it can still lash
out in the most horrific ways.
◼

Sri Lanka had been plagued by civil war for
nearly three decades

U

nfortunately all these
signs were missed.
What may have also put the
security services offbalance was that – after
decades of dealing with the
‘street-fighters’ of the poor
and oppressed Tamils –
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Chernobyl - the cost
of secrecy
By Darren
Nugent

P

Midnight in Chernobyl
By Adam Higginbotham

N

OT having worked in the resilience
field for very long I do sometimes
wonder about the company I now keep.
When I first contacted our hardworking
editor of this illustrious magazine with an
idea to do a feature on Chernobyl following the increased public interest with
the recent TV series - he
responded enthusiastically, adding
that he had loads of photographs
we could use as he had actually done some
jobs there. Really?!
You’ve worked at the scene of
the world’s most devastating
nuclear disaster?!!!
?!!! As I said, I
do wonder…
◼

The No 4 Nuclear reactor
photographed not long before it
was encased in 2016 - it is covered in what is known as the
‘Sarcophagus’, hastily built by
the Soviets around the plant
shortly after the disaster.
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rior to the disaster on 26 April 1986, the
USSR had a reputation for operating the
safest nuclear industry in the world.
Since the International Atomic Energy
Agency (IAEA) was established in 1957,
nations must report any nuclear accident that
occur in their countries. The USSR had not
reported any nuclear incidents in that time.
In the UK we had the fire at Windscale
(now known as Sellafield) in 1957, and the
USSR looked across at the US and shook
their heads following the Three Mile Island
partial core meltdown in 1979.
These were very serious incidents. But the
USSR’s strong leadership and technical
superiority during the Cold War ensured
they had none. There was no doubt as to the
supremacy of the soviet nuclear industry.
Of course, it was all a lie. They had many
incidents. In fact, before Chernobyl the
USSR was responsible for the previous
worst nuclear disaster in history – it’s just
that the world didn’t know about it.
Ozyorsk is 1,000 miles directly east of
Moscow. On the afternoon of 29 September
1957 the Kyshtym nuclear disaster occurred
with a massive explosion at the Mayak
plutonium production site at Ozyorsk,
blowing a 160 tonne concrete lid into the air
above a radioactive waste storage tank.
There were no emergency plans in existence at the site for a nuclear accident, and
initially staff did not know that they were
dealing with one until they started bleeding
and vomiting.
The response did eventually get underway
with soldiers using shovels to dispose of the
remains of the radioactive waste tank into a
swamp.
In nearby villages barefoot women and
children were directed to harvest the produce
in the fields and throw them into freshly dug
pits prepared by diggers operated by men in
protective suits and respirators. Cows were
herded into pits and shot. And eventually

Darren is a sergeant
with South
Yorkshire Police. He
works in the
Contingency
Planning Unit, and has been a CBRN First
Responder for 17 years. He is Secretary of
the Yorkshire & The Humber EPS Branch.
10,000 people were evacuated from the area
– though this took two years to complete.
Knowledge of the incident was sealed in
secrecy and the site was one of the most
heavily guarded military locations in the
USSR. News of the incident was eventually
leaked to the world in 1976. A study in 1992
attributed 8,015 deaths in the region to the
disaster.
What did the Soviets learn from this
incident? Well a key establishment put in
place after this disaster was to come into its
own during the Chernobyl aftermath:
Moscow’s Hospital Number Six – dedicated
to treating patients suffering from the effects
of radiation.
Hospital Number Six featured heavily in
the recent Chernobyl TV mini-series with
the harrowing images of the severely
radiated Chernobyl workers who had been
on duty that fateful night.
The 600 bed hospital was created and
reserved to treat staff that worked in the
nuclear industry. That is a significant
investment and must have taken some
persuasion of the USSR political hierarchy.
Did someone influential in the nuclear
industry suspect that a serious nuclear
disaster was still a continual significant risk?

T

he Chernobyl disaster occurred on 26
April 1986 when the No. 4 nuclear
reactor in the Chernobyl Nuclear Power
Plant exploded.
The book Midnight in Chernobyl by Adam
Higginbotham was released in March of this
year and tells the full dramatic story of the
disaster drawing on hundreds of hours of
interviews, and letters, unpublished memoirs, and recently declassified documents.
I had just finished the book when the series
came out on Sky Atlantic, so was able to
review the series with the information fresh
in my head. All the key players involved in
the disaster were present. Only the character
of Ulana Knomvuk, a nuclear scientist that
investigated the cause (played by Emily
Watson) was fictional, but necessary to pull
the story together for the viewers.
The first four episodes details the incredible
effort to contain the meltdown, and it was an
amazing achievement, especially considering
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the secrecy and intense scrutiny imposed by
the Soviet government that clearly hampered
the efforts of the experts in finding a
solution.
The secrecy meant that they were unable to
call upon the expertise of nuclear scientists
outside the USSR.
Briefly, they had two main problems. They
had to minimise the intense release of
radiation into the open air and to stop the
meltdown of the nuclear reactor. To deal
with radiation release helicopters continually
dropped sandbags of sand and lead into the
open reactor to cover it up and reduce the
radiation release.
Unfortunately, this prevented heat escaping
from the reactor that got hotter and hotter
and exacerbated the meltdown whereby it
began to melt the ground underneath it and
potentially “fall through the earth”.
This is sometimes referred to as the ‘China
Syndrome’ (see overleaf). Deep below the
reactor was a large water reserve that fed a
vast area of the Ukraine and if the reactor
reached this then the Ukraine water system
would have become radiated, affecting
millions of the population.
This scenario was prevented by hundreds of
miners digging below the reactor (but above
the water reserve) and a heat exchanger
system installed.
Meanwhile, hundreds of workers and
emergency responders that were suffering
the worst symptoms of radiation disease
were sent to Hospital Number Six.
In charge at the hospital was Dr Angelina
Guskova who early in her career had been
sent to Chelyabinsk-40 (later to become the
scene of the above Kyshtym nuclear
disaster) where she established herself
treating the soldiers and Gulag prisoners that
worked there and were suffering from acute
radiation sickness.

G

uskova was one of the first physicians to
identify the symptoms and worked out a
way of working in this environment that
would cause minimal harm.
From here she went to the very secret
Semipalatinsk and saw the first atomic
weapon tests and then treated the cameramen
that had to go into the blast area to recover
their film. Guskova returned to treat the
victims following the Kyshtym disaster in
1957. She was awarded the Lenin Prize for
her book, Radiation Sickness in Man, and

◼ ABOVE and BELOW: the eerie abandoned
city of Pripyat. The main radioactive release,
Caesium - 137, takes 30 years before it begins
to break down. It will be an estimated 20,000
years before the most contaminated areas of
the Chernobyl Exclusion Zone are safe.

before the Chernobyl disaster she had treated
over a thousand victims with serious
radiation sickness.
She knew more about radiation exposure
than anyone else in the world. She was a
hundred per cent committed to her cause,
living alone in a room at the hospital to be
immediately available for any nuclear
accident.
Guskova believed that bone marrow
transplants were the key to survive
serious radiation exposure and
arranged for the closest relatives of
13 of the victims to be transported to
the hospital to assist. Only one
survived.
However, she treated 134 patients
from the disaster of which many
after months and months of agony at
the hospital did recover and were
discharged. Guskova continued
working in the field of radiation
exposure until shortly before she
died, aged 91, in 2015.
The most dramatic episode in the

recent series was the final episode that
explored the reasons behind it. The accident
occurred when the supervisor, Anatoly
Dyatlov, ignored safety protocols when testing the nuclear power reactor which should
have been carried out before the reactor
became operational.
It was the fourth time the test (a simulation
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of a power outage) had been attempted, and
this attempt was hampered by a ten-hour
delay which meant that the staff that had
been prepared and correctly briefed for the
test had been replaced by the next shift that
knew nothing about it.
Dyatlov failed to follow the test procedures
which ultimately resulted in an uncontrolled
nuclear chain reaction leading to an
explosion and an open-air reactor core fire
that wasn’t contained for nine days.
The Chernobyl disaster rated level 7 on the
International Nuclear Event Scale (INEA) –
the highest level.

S

o how safe is the world-wide nuclear
energy industry?
Well, here in the West we can sleep
comfortably that the Chernobyl disaster was
as a result of Soviet technical inefficiencies,
governmental pressures for mass energy for
its people, and a lack of a proactive Health
and Safety Executive that we are thankful for
in the UK.
But then Fukishema happened in 2011 – the
only other occurrence of an INEA Level 7
nuclear incident in history.
And this was in Japan that does have a
good reputation for technical prowess and
safe industry processes. The accident
occurred as a result of an earthquake. The
Japanese had the foresight to design the
nuclear power plant to shut down its reactors
in an earthquake – but it hadn’t anticipated
the following tsunami that flooded the
emergency generators vital for cooling the
reactors.
Could there be other unexpected
occurrences waiting to compromise our
nuclear safety assumptions?
Sleep well...

What is the ‘China
China Syndrome’?
‘CHINA Syndrome’ was first
coined in the 1970s in the
United States to describe a
nuclear meltdown that would
melt the ground beneath the
core constantly, to such an
extent that the reactor would
melt through the power
station structure, and down
through the underlying earth
"all the way to China."
It was not intended to be
taken literally, but it inspired
a Hollywood film of the same
name starring Jane Fonda,
Jack Lemmon, and Michael
Douglas.
The film was released on
March 16, 1979, being
regarded by the public as a
potential real scenario based
on fact. The film was a critical
and commercial success
grossing $51.7 million on a
$5.9 million budget.
The film was initially
disregarded by the nuclear power industry as "sheer fiction" and a "character
assassination of an entire industry”.
And then the Three Mile Island reactor meltdown occurred in Dauphin County,
Pennsylvania, just 12 days after the release of the film, giving it unexpected
attention and the “China Syndrome” was taken seriously.

THE No 4 Nuclear Reactor has now been made safer by being
encased in the world’s largest moveable metal object (right). After
the plant was devastated (left - PHOTO: Dr Yaugen Ryzhykau), the
Soviets encased it in a concrete and metal Sarcophagus to contain
the radiation, which has deteriorated over the decades.
In 2016, the plant and the Sarcophagus were encased in the ‘New
Safe Confinement’ (NSC) - this weighs 36,000 tonnes and is 355 feet
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high. It can withstand an earthquake (which do hit the region) of
up to 6.0 magnitude. It was built over 1,000 feet away from the
plant to protect the workforce from immediate radiation, and then
slid into place in 2016 using 224 hydraulic jacks. It is designed to
last 100 years, which should hopefully be enough time to dismantle
and dispose of the highly radioactive No 4 plant. The project cost
$1.6 billion.

REVIEW

How the horror was covered up
ON the 30th
anniversary of
the Chernobyl
disaster, the
Summer 2016
Resilience
issue had
the great
privilege to
publish the
memoirs of
Dr YAUGEN RYZHYKAU, one of
the Red Army CBRN specialists
brought into ’liquidate’ the world’s
worst nuclear disaster.

Body Radiation counter (WRB), on which I
was examined at the Balakovo nuclear
station 10 days after my return from
Chernobyl.
Everything that the destroyed reactor had
emitted was there, a whole picket-fence of
radionuclide peaks, much like the spectra in
our samples from the reactor.
However, I saw this only once. My WRB
spectrum, and those of the other
Liquidators, were immediately classified.
The doses were also concealed from us from us! - but even by my approximate
calculations it was about seven times higher
than had been recorded in the log book in the
three weeks of my work on the station.
No one at the time could help me to cope
with this torture. Once more the doctors
turned out to be unable to offer any real
assistance, but they knew how to hide
problems only too well. In order not to
create negative illness statistics, the
participants in the clean-up operation were
sent to serve in various parts of the USSR,
and in places where mainly ’Chernobylists‘
remained. All medical data was kept under
conditions of strict secrecy.
As an experienced colleague of mine told
me at Chernobyl: “If we live for more than
ten years, we’ll be lucky”. As the years
passed, the pains gradually abated. I think
that a very positive element has been that,
for the past 22 years, I have been living in
The Netherlands on the shores of the North
Sea, in The Hague, where the ecology is, in
my opinion, one of the best in the world.
But to this day I cannot forget the things I
lived through. Even 30 years on. The State,
of course, did not forget to “acknowledge”
the Liquidators for their work during the first
days after the accident. A huge
question mark hung, and is still
hanging, over the justice in all this.

‘

‘

EACH of us had an individual
radiation indicator, which read the
dose received in a day. At the end of
the working day, we would go to the doctor,
who would note down the readings and
record them in the log of radiation received.
But even here there was chaos of a kind,
regulated chaos, or more simply a cover-up.
The doctors, under the unsleeping eyes of
the KGB, would reduce our received doses
in order not to disobey the instruction in
accordance with which the maximum
cumulative radiation dose should not exceed
25 R (0. 25 Sv) for the whole working period
and, preferably, should not exceed 1 R per
day. That way, the truth was hidden. For
these bureaucrats, the instruction was more
valuable and important than human life.
At the end of May, I left Chernobyl for
home, where people waited for me, worried
about me, loved me.
On the way home lay Kiev, with its empty
main street, Kreshchatik, scrubbed clean; the
little restaurant where I - as if at the end of a
war - really celebrated for the first time my
return to ‘normal’ life; the flustered
dosimetrists at Saratov Airport, who did not
want to let me leave the airplane because of
my ‘contaminated’ uniform; the overnight
journey to my home Shikhany, where, early
in the morning, before meeting my family, I
stripped almost naked in front of the door so
as not to bring “a peaceful atom into each
home”(a reference to the Soviet slogan at
the time, presenting the achievement of
harnessing nuclear energy for peaceful
projects such as energy for the home).
The radiation dose I had received, and in
particular the radioactive Iodine which had
accumulated in my thyroid gland, tormented
me for a whole year with constant illness and
terrible headaches that would not pass. I did
manage to get a peek at the radiation
spectrum for my whole body on the Whole

After the fall of the Soviet Union, he
went on to become a Senior Chemical
Demilitarization official for the
Organisation for the Prohibition of
Chemical Weapons, and also held a
UN post as an adviser to Libya on
behalf of the Chemical Weapons
Convention.
Here we republish an extract from
the Summer 2016 issue, where Dr
Ryzhykau recalls the cover ups.

◼

ABOVE: Dr Ryzjykau was part of the team
that flew over the highly radioactive plant in
open-doored helicopters to take crucial
readings. TOP: Liquidators returning from each
shift had their radiation dosage recorded - under
the watchful eye of the KGB, these figures were
falsified (PHOTOS: Dr Yaugen Ryzhykau)
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