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I CAN hardly believe that we are approaching the last month of 
2019.  In resilience terms, it has been another busy year.   
Emergencies continue to dominate our news across the world;  
security threats, weather, flooding, wildfires, domestic fires cyber, 
health, climate change and humanitarian crises to name but a few, 
and all impacting us within the UK.  
 
EU exit, “Brexit” and the planning and preparation ahead of “yellow hammer” now into a 
potential third phase, continues to create huge divide in our country.  As practitioners, our 
roles are vast and varied and without exception, has created significantly more work for all 
of us.  As I said on Sky News, earlier this year, we anticipate, assess, plan and prepare for all 
eventualities; it is what we do. It has tested our capacity to the limit……..are we at the limit? 
Are our resources stretched to the point of no more give? Limited investment across all  
sectors is creating unprecedented risks; reduction in budgets is unparalleled.    
 
We cannot continue to reduce and retract resource and not expect there to be  
consequences.  There is no doubt we must embrace new technologies, new concepts and 
the digital world.  But that can never replace the people element of all that we do.   
People matter; our communities deserve better.  Our members, their peers, their  
organisations all deserve more and cannot deliver what is needed with our hands tied, so 
how do we change the conversation?  
 
The Phase 1 report which has been published from the Grenfell Tower tragedy is a stark and 
humbling read; so many inter-related and complex challenges contributing to such a tragic 
loss of life.  I am aghast at some of the media headlines apportioning individual blame. This 
doesn’t help, is not factual and is disrespectful to the families who have lost loved ones.  The 
EPS through our Human Aspects Professional Working Group, is reviewing the Phase 1  
report sensitively and with diligence.  We will publish their review shortly.  
 
This year in the EPS, we have taken stock of where we are at. I have said before, we  
cannot continue to deliver with the current model of delivery, it is not fit for purpose. We 
too must transform and we have been preparing the foundations for this and now have the 
green shoots of recovery to allow us to start to make those changes.   We are in the process 
of appointing a marketing and communications contractor to work with us. Our brand, our 
communication and our marketing must change.  As I write this, we are assessing the  
tenders that have been received, ahead of interview and presentations.  We are aiming to 
appoint to commence work in January 2020.  
 
In addition, a business case is being submitted to the Board in December 2019 to  
propose the establishment and recruitment of an executive post, to take forward the  
professional development work.  This is an exciting prospect and one that alongside our 
communications and marketing will make a significant difference to our delivery  
ultimately to members and the profession.  More on this after the Board Meeting. 
 
A reminder that the EPS is a lead partner for the International Security Expo on 3 - 4  
December, at Olympia, London. I hope to see some of you there. My thanks to the Board, 
and to the London Branch in supporting the event.     
 
Finally, on behalf of the Board and our Head Office, we wish you a peaceful and joyous  
festive season.  Our thanks for your support and we look forward to working with you and 
for you in 2020. 
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EPS MEMBERS from across the country came together at the 
University of Wolverhampton campus in Telford, Shropshire, in 
September for the annual National Study Day.  
  They heard from practitioners who had been in the frontline of 
events at Whaley Bridge, Wainfleet and the drone incursions at 
Gatwick.  
   The programme brought delegates up to speed with the most 
recent major incidents, as pulled together by Dr Lucy Easthope 
(right), who also did an excellent job as MC for the day.  



J ust after midday on Thursday 1 August, a 
section of the wall holding up the  

Toddbrook Reservoir collapsed during heavy 
rain, exposing the clay beneath it – there was 
a very clear danger it would collapse, send-
ing anything up to 1.3 million cubic metres 
of water crashing into adjacent Whaley 
Bridge, with its population of around 6,500.  
  At the Study Day, Inspectors Adam  
Wilkins and Matt Haslam from Derbyshire 
Police, and Rob Britton, Senior EPO at 
Derbyshire County Council, gave a fascinat-
ing insight in what became a major operation 
over several days.  
  Rob explained that Derbyshire had 54  
reservoirs of which Toddbrook is one of the 
smallest, but there was still an obvious  
danger, as Whaley Bridge was only 300  
metres from the ruptured reservoir wall.  
  Plans for such incidents had identified three 
main areas for evacuation, covering around 
1,500 residents as well as another 123  
premises.  
  The water in the reservoir was two and a 
half metres above its normal level. One of 
the first structural engineers on site strongly 
advised that evacuation should get underway.  
  With a major incident declared, the first 
evacuations of Whaley Bridge began by 
2pm, with further evacuations later in the day 
of areas downstream of Toddbrook.  
  They said only few members of the public 
were reluctant to leave, with some worried 
about their medications or pets. They added 
it was fortunate the incident occurred in the 
summer season – this meant local hotels 

were up and running, while students were on 
holiday, creating space for those evacuees 
who could not go to family or friends.  
  Accommodation was offered at the Palace 
Hotel and the halls of residence at Buxton 
University. A rest centre was also provided 
at Chapel school.  
  Back at the reservoir, cameras and lasers 
were set up to monitor water flow and dam 
movement, as the race was on to sure up the 
wall and at the same time reduce the volume 
of water.  
  By 11pm, a multi-agency task force was 
established, made up of the Environment 
Agency, Derbyshire Police, Derbyshire Fire 
& Rescue, the Canal River Trust, Mountain 
Rescue and of course the local authority’s 
Emergency Planning unit, as well as council 
support for the roads, housing, social care 
and properties.  
  

M utual Aid was initiated too, as the 
police needed 100 officers each day to 

police the cordons around the area and oper-
ate road diversions, while Fire Service na-
tional co-ordination arrangements ensured 16 
High Volume pumps were available.  
  An urgent three stage plan was drawn up – 
use 400 tonnes of aggregate to divert more 
water entering the reservoir; use pumps to 
reduce the water level and reduce pressure on 
the damaged wall; once the water was re-
duced to a safe level, begin work on the wall 
itself.  
  Overnight, crews from RAF Odiham flew  
in a Chinook with 50 tonnes of aggregate to 

shore up the dam wall. The speakers said the 
regular visits by the Chinook became a  
morale booster for both the emergency  
responders and the residents of Whaley 
Bridge, as it was very visible evidence of the 
emergency operation. Soon a banner  
appeared in the town, thanking the RAF, 
with the slogan: ‘KEEP YOUR CHINOOK 
UP!’ 
   By Tuesday 6 August, the water level had 
been reduced by over eight metres and  
residents could begin to return to their 
homes. Public meetings were held with local 
residents to explain the situation. The speak-
ers added that an invaluable addition to the 
emergency response was the 100 volunteers, 
who had been trained in setting up and assist-
ing in Rest Centres.  

◼ LEFT: Lt Col Andrew McCombe is the  
military’s Joint Regional Liaison Officer in 
the East Midlands - and also chair of East 
Midlands EPS. He outlined the protocols 
around military assistance to civilian  
authorities.  
  He also added that we should be imagina-
tive in creating flood defences, pointing out 
that following the devastating floods of 
1953, derelict World War II tanks were 
used as barriers rather than just simply 
being scrapped.  
 
ABOVE: Rob Britton, the Senior EPO at  
Derbyshire County Council.  
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‘Keep your Chinook up’ 
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The difference between 
Whaley Bridge and 
Wainfleet? ‘We got wet!’ 
In June 2019 Lincolnshire experienced 

heavy rain over a period of several days, 
peaking at the equivalent of two months rain 
falling in two days.  
  Wainfleet became the focus of the  
emergency response, when the Steeping 
River breached it’s bank flooding the area to 
the north of the town. This lowered the river 
in the town itself and possibly prevented the 
flooding of a more populous area, but even 
so, around 130 properties were still flooded 
and around 600 evacuated for fear of a larger 
breach. 
  Sue Whitton, the Senior EPO at Lincoln-
shire, gave an outline of the operation, and 
caused a laugh when she said: “The main 
difference between Whaley Bridge and 
Wainfleet is that we got wet!” 
  Sue drew of some of the key issues that the 
events drew up: 

• For the first time, a Community Well-
being Cell was formed – there were
concerns for the mental health of farm-
ers, as many had lost huge areas of farm

land: being a rural area, shotgun owner-
ship is quite high – a worry for farmers 
is that if they approach health authorities 
with concerns about their mental health, 
they could have their gun licences taken 
away.  

• The way teams communicated had
changed, with people using Facetime,
while the BBC for the first time was
embedded in the Strategic Co-ordinating
Group, which really assisted with getting
information to the public.

• Name badges are very important,

particularly with mutual aid and people
from other agencies coming to help.

• On mutual aid, there was a mixed re-
sponse to requests for support – some
agencies wanted much detail, others just
turned up and were given actions to
carry out.

LEANNE Hunt from Coventry University 
gave a detailed insight into the 2009 
earthquake  in Italy which devastated 
the village of Amatrice. In the general 
Study Day focus on future working, 
Leanne said an important lesson for 
the UK – particularly after Grenfell – 
was understanding the community 
affected by a disaster.  
  She pointed out the authorities in 
Italy had categorised rubble, in the 
hope it could be re-used in rebuilding 
people’s houses. She also explained an 
important lesson learnt in Italy on the 
emotional and psychological impact on 
survivors – at Amatrice, some people 
whose homes were destroyed moved 
away from the area, while others 
stayed together in temporary camps at 
the site: they found there were higher 
levels of Post Traumatic Stress Disorder 
amongst those who had moved away. 
Leanne said: “It is important to keep 

communities together.” 

‘Keep communities 
together’ 

LOUISE Elstow from Lancashire University gave a fascinating insight into the recovery strate-
gy in Fukushima. The authorities had been concerned that installing radiation measuring 
posts in the local community, following the earthquake and tsunami of 2011, would alarm 
the local population. But the people would read them everyday and be reassured.  
  However, now the authorities want to dismantle them, and this has caused a public outcry. 
As one Priest told Louise during her visit there, the measuring posts had become a ‘comfort 
blanket’ for local people.  

The Fukushima ‘comfort blanket’ 

EPS NATIONAL STUDY DAY 

◼ BELOW: Sue Whitton addresses the
Study Day 
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NIALL Simpson, in charge of the Mass 
Fatalities workstream at Leicestershire 
County Council, looked at the issues around 
the helicopter which crashed shortly after 
take-off from the ground of Leicester City 
Football Club.  
  All five people on board – the pilot and 
four passengers, including club owner  
Vichai Srivaddhanaprabha – were killed.  
  He outlined some of the new methods of 
victim identification now being used, which 
included 3D scanners that can configure a 
victim’s face to even a picture of a Facebook 
portrait.  
  One of the other issues of this incident, was 
the outpouring of public grief – the crowds 
at the Football Club were regular and huge, 
to the extent that the British Red Cross  
remained on site as a permanent aid post.  
  In such incidents, crowd issues can be  
instant – one fan announced he was going to 
hold a one hour walk in memory of Vichai 
Srivaddhanaprabha, and immediately  
attracted 70,000 followers, while 50,000 
joined the walk through Leicester city itself.  

Responding to 
public grief 

 

◼ ABOVE: The Head of the Emergency 
Planning College, Deborah Higgins,  
outlines to delegates the college’s Training 
Needs Analysis.  
 
RIGHT: The chair of the CBRN Professional 
Working Group, Barry Moss, addresses the 
Study Day during the session on 
‘dystopian futures’. 
 
BELOW: a cross-section of the delegates to 
the National Study Day in Telford.  

EPS NATIONAL STUDY DAY 
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A  keynote speaker at the Study Day was 
Andrew McCullen, Director of 

Crowded Space Drones, who gave a  
fascinating insight into the world of drone 
security. Crowded Space Drones is the only 
drone operator, other than the police, to have 
a licence to fly drones close to crowds, and 
works with the police and event organisers 
at major events and incidents.  
  Andrew had an interesting entry into 
drones – via Game of Thrones! 
  He came from a police family in Northern 
Ireland, but did not want to go down that 
career route, and instead became involved in 
crowd security. His first big job was on the 
set of Game of Thrones, as the blockbuster 
series had become a major inward invest-
ment for Northern Ireland.  
  It was here that he first got involved in 
drone security. The paparazzi were flying 
drones over the set, trying to see if the ‘John 
Snow’ character was on set, and therefore 
could run spoiler stories showing that the 
character had not been ‘killed off’ in the 
previous series, which was the question on 
everybody’s lips!  
  The problem was, the media drones were 
spooking the many horses needed in the 
filming, so Andrew had to take action to 
stop them. He said he had similar issues 
with paparazzi drones when he worked in 
security on the Star Wars sets.  
  Drone security hit the headlines during the 
drone incursions at Gatwick airport, in De-
cember last year. Around 140,000 passen-
gers were caught up in the disruption, which 
saw the runway at the UK’s second busiest 
airport closed for 33 hours, causing nearly 
1,000 flights to be cancelled or delayed.  
  Andrew said police use his teams in such 
events, and his organisation had eight teams 
out at airports across the UK as there were 
fears that there would be copycat incidents.  
  He said there were definitely drones at the 
Gatwick incident, despite some later media 
claims, as his team had witnessed two 
drones moving along the runway at the same 
time. He said it was clear the drones were 
not using a signal or GPS, but had been pre-
programmed.  
  He said his organisation has a maximum 
four hour response time, and had been work-
ing at Heathrow for a five and a half month 
period, where they detected many drone 
incursions.  
  In terms of drone security, Andrew 
said there were two main groups 
they had to deal with: “criminals 
and idiots”.  
  For the first category, he gave the 
example of drug dealers using 
drones to fly in drugs to dealers 
inside a major music festival, which 

dropped down on a piece of string. They 
detected the area outside the festival where 
the operator was, who was soon easy to 
spot, as Andrew put it, he was in “classic 
DJI stance” – DJI is the leading drone pro-
ducer, and the dealer was hunched over his 
operating box, which all drone operators 
would recognise.  
  For the second category, there was an inci-
dent in Newcastle,  Northern Ireland, where 
a drone had hit buildings and car windows. 
When the operator was apprehended, he 
claimed his drone had gone out of control. 
They had to point out to him that he had his 
operating box upside down. Andrew report-
ed that there had been a drop in such ‘idiot’ 
cases, since the closure of Maplin! 
  Use of drones in crowd management, espe-
cially at major sporting and music events, 
had become essential given the rise in vehi-
cle borne terrorist attacks. Unlike CCTV at 
such events, drones can follow the crowd or 
individuals. He gave one such example from 
a music festival – a car had raced through a 

 
The new Drone 
regulations for 
recreational use 
 
THE regulations for recreational 
‘unmanned aircraft’ flights are  
contained within the Air Navigation 
Order 2016 (ANO) which is the primary 
document for all aviation regulations 
within the UK.  In order to keep the 
regulations at a proportionate level for 
these small UAS, a set of specific,  
simpler, regulations apply to aircraft 
that weigh 20kg or less (which are 
termed ‘small unmanned aircraft’ 
within the ANO).   
 
In simple terms, these regulations 
state that: 
 
• you are responsible for flying your 

UAS in a safe manner  
• you must keep the UAS in your 

direct sight at all times while it is 
flying, so that you can ensure that 
it does not collide with anything, 
especially other aircraft  

• you must not endanger anyone, 

or any thing with your UAS,  
         including any articles that you       
         drop from it 
• you must not fly more than 400ft 

above the surface.  If flying over 
hilly/undulating terrain, this may 
still be interpreted as being a 
requirement to remain within a 
distance of 400ft from the surface 
of the earth 

• you must not fly within the Flight 

Restriction Zone of a protected 
aerodrome 

• if your UAS weighs more than 

7kg, additional rules apply if you 
fly in certain types of airspace. 

 
If your UAS is fitted with a camera, 
there are also a number of additional 
limitations surrounding where you can 
fly it, and how close you can fly it to 
other ‘uninvolved people’ or objects. 
In order to be able to fly within these 
areas, or closer than the minimum 
distances that are in the regulations, 
you must obtain prior permission from 
the CAA to do so.  

 
From Game of Thrones to Drones - 
Andrew McCullen progressed into 

drone security after dealing with the 
paparazzi on film sets 

EPS NATIONAL STUDY DAY 

◼ ABOVE: Andrew McCullen 
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road barrier and was heading towards the 
large festival crowd. Police gave Andrew’s 
team permission to fly over the crowds and 
chase the car, live streaming back to the 
police control room, enabling them to  
immediately identify the vehicle (it turned 
out to be an over-enthusiastic Uber driver).  
  He said the easiest way to prosecute a 
rogue drone operator was if there was an 
Airspace Closure over an event. However, 
that can only be authorised by the Civil  
Aviation Authority – for non-emergencies 

such as a forthcoming music festival or 
sports event, you have to justify that there is 
a threat, and must give 90 days notice.  
  Looking to the future, he said there were 
major changes in terms of regulations. As of 
1 November this year, you will need a li-
cence to operate a drone, be given a serial 
number that will then go onto a data base. To 
obtain licence you will need training.  
However, in June 2020, new European Un-
ion rules may deregulate UK drone laws 
quite significantly, making them less tough. 

But that is an unknown at the moment, given 
the situation with Brexit.  
  The changes, if they come, will assist  
commercial companies wishing to deliver 
goods. Andrew said: “Drone deliveries are 
coming. The technology already exists. 
Groups like Amazon are ready to go  
operational.”  
  However, he said, in the UK the problem 
for Amazon is that every drone must have 
one pilot, and there must still be ‘Visual Line 
of Sight’ or VSOL.  

Attack of 
the Drones 
The new addition to 
hybrid warfare 

Attack of Attack of Attack of 

By Bob Wade 
Editor, Resilience 

 
 
 
 

I n 2017, Stuart Russell – considered the 
world’s leading thinker on artificial  

intelligence – shocked the world of new  
technology by producing a short film called 
‘Slaughterbots’. 
  It showed how a cheaply produced small 
drone - the size of the palm of your hand - 
could be fitted with AI, including facial 
recognition technology and a small explosive 
charge. This could be cheaply mass produced 
to form a killer-swarm to take out individu-
als, or even populations. There would be no 
escape or defence.  
  He said he produced the film to highlight 
the dangers of incorporating AI into military 
drone technology. As he put it: “Autonomous 
weapons are much more dangerous than nu-
clear weapons. We shouldn’t make machines 
that can decide to kill people” (1). 
  Although AI in weapons appears to be 
someway off, the use of ‘swarms’ of low cost 
drones as weapons is now unfortunately  
already with us.  
  This year has seen the effective use of 
armed, low tech drones by the Houthi rebels 
in the Middle East. The campaign began in 
January, where a cheap drone packed with 
explosive targeted a group of Saudi-backed 

soldiers, killing six of them.  
  The most successful attack however came in 
September, when the Houthi rebels launched 
10 armed drones against Saudi oil facilities in 
Abqaiq (the world’s largest oil processing 
plant), Khurais (the world’s second largest 
oil field) and facilities owned by Saudi state-
owned oil giant Aramco.  
  The attack halved Saudi oil production, and 
has reduced global oil output by 5 percent.  
  The inexpensive drones were adapted using 
parts produced on a 3-D 
printer. As the US based 
Foreign Policy Research 
Institute commented: 
“… the drone attack 
underscores how insur-
gents are now routinely 
using low-tech, off-the-
shelf tools to conduct 
autonomous attacks that 
challenge technological-
ly superior states” (2).  
  The Financial Times 
reported that: “Region’s 
states are struggling to 
counter cheap and  
rapidly evolving  
weapons that can evade 
detection”, and made 
the point that the current 
only available defence 

against these little drones could be missiles 
costing $3-4 million each, compared to the 
drone costing probably no more than $1,000 
(3). 
  This new economic equation is the one 
ringing alarm bells amongst military  
strategists around the world. The economics 
of warfare can be the difference between 
victory and defeat.  
  Let us look at World War II for example. 
The US spent $2.2 billion (in today’s money) 

◼ Is it worth firing a $4 million missile to bring down a $1,000 drone? 
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on the Manhattan Project. This sounds a lot, 
but to put it into perspective, the US was 
spending $24 billion (in today’s money) on 
small arms alone, by 1944. So the  
investment in the Manhattan Project was 
relatively small. They also knew the new 
super-weapon was deliverable – by 1945, 
Japan’s air defences and anti-aircraft capa-
bility had collapsed. The Atom Bomb could 
be dropped unopposed.  
  Hitler by comparison wasted huge  
resources developing his new ‘wonder-
weapons’ in 1944, hoping they would turn 
the tide of the war.  
  In the first ever ‘drone’ attacks, he 
launched wave after wave of V1 or 
‘Doodlebug’ rockets against Britain and 
Belgium. But Britain already had robust anti-
aircraft capabilities in place, as well an  
effective ‘psych-ops’ operation.  
  The V1s  could be shot down like conven-
tional aircraft – indeed, the RAF developed 
ways to fly alongside it, slip their wing under 
that of the V1, and simply flip it over send-
ing it spiralling into the ground: they didn’t 
even have to waste bullets on it.  
  The British had also penetrated much of the 
Nazi’s intelligence services, so after setting 
off a few harmless explosions in Kent and 
Essex - and making  sure this was reported in 
the media - they convinced the Germans that 
their V1s were falling short of London. The 
Germans adjusted the timings on the V1, 
which ended up overshooting London most 
times.  
  Hitler’s chief industrialist, Albert Speer, 
said after the war that the money Hitler  
wasted on the V1,V2 and jet aircraft projects 
could have produced 60,000 conventional 

fighters – which would have had a 
major impact and would have 
dragged on the war much longer.  
  So, economics is all. Military  
strategists are beginning to think 
they have taken drone technology in 
the wrong direction. The emphasis 
has been on hi-tech, multi-million 
dollar super drones, that still need 
teams of humans to operate them. And  
getting bigger and bigger, they face the same 
anti-aircraft threat as a conventional military 
aircraft.  
   
 
 
 
 

R ather, the new direction in drone warfare 
is for hundreds, if not thousands, of 

cheap, small drones attacking as a ‘swarm’.  
  Randell Steeb, senior engineer at the Rand 
Corporation in the US, said: . “This goes all 
the way back to the tactics of Attila the Hun. 
A light attack force that can defeat more 
powerful and sophisticated opponents. They 
come out of nowhere, attack from all sides 
and then disappear, over and over”(4). 
  It is the addition of basic AI to the drone 
swarm that is deadly. Paul Scharre, Senior 
Fellow at the Center for New American  
Security said: “Having a hundred or a  
thousand small cheap drones that can’t  
communicate and co-ordinate behaviour 
isn’t worth much. What’s valuable is if they 
can communicate and work co-operatively. 
That’s a difference between a wolf pack and 
just little wolves… 
  “The result [of swarm technology] will be a 

paradigm shift where mass once again  
becomes the decisive factor on the battle-
field, where having the most intelligent  
algorithm may be more important than 
having the best hardware” (5). 
  China, the largest producer of cheap,  
commercial drones, is ahead of the game.  
On 11 June, 2017, the State-owned China 
Electronics Technology Corporation (CETC) 
put on a ‘swarm’ flying display, using 119 
drones.  
  Each drone, the size of a small model air-
craft, was flung into the air individually by a 
huge rubber band. Once in the air however, 
everything changed. They began flying in 
formation.  
  The Financial Times reported: “Each tiny 
aircraft — bought online for a few hundred 
dollars — is loaded with software and  
sensors capable of communicating with the 
other drones in the swarm… the drone used 
by CETC in the June swarm demonstration 
was the X-6 Skywalker, a commercial model 
that can be easily customised” (6) . 
  China dominates the global drone market, 
with manufacturers such as DJI, Zerotech 
and Ehang, and  these companies have also 
been co-opted to work with the Chinese 
military, the ‘Peoples Liberation Army’ .   
   

 
 
 
 
 

A s the Financial Times 
report commented: “The 

new arms race may not be 
about driving technological 
change, so much as adapting to 
it. High technology undergoes 
a dramatic transformation 
when it hits China — every-
thing from smartphones to 
laptops to telecommunications 
networks go from being  
expensive and proprietary to 
being cheap and easy to  
produce in a few short years. 
Thousands of factories in 
southern China churn out  
components for iPhone or iPad 
imitations, sometimes in the 
same factories that produce the 
Apple gadgets themselves. 
Could the commodification of 
technology happen to defence 
industries as well?” (7) . 
  The increased move towards 
drone warfare adds another 
level of problem for the current 
phenomenon of hybrid warfare. 

◼ In November, South West Chair Ian Cameron and Resilience Editor Bob Wade joined a table top exercise in  
Brussels, where current and former NATO and intelligence personnel went through a Hybrid War exercise. The key 
issue to arise was ‘attribution’ - who do we attribute these hostile acts to? 

 
What is valuable is if drones can 

communicate  and  work co-
operatively - that’s a difference of a 

wolf pack or just little wolves 
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The buzz-word in hybrid warfare is 
‘attribution’ – who do you attribute that 
attack to, to justify your response?  
  The UK has suffered two serious CBRN 
attacks by Russia but we can never quite 
produce the final ‘smoking gun’ that links it 
all the way to the top in the Kremlin.  
  It is even more difficult in cyber-warfare – 
there was widespread international condem-
nation of Iran and the operation of its 
cyberwarfare unit ‘OilRig’ which had  
apparently hacked 35 countries. However, 
the US National Security Agency later an-
nounced that after a two-year joint US-UK 
investigation, it is now thought that in fact 
Russia’s equivalent, ‘Turla’, had hacked into 
OilRig to launch the cyber-attacks (8) .  
  So too with drones. In the September  
attacks  in Saudi Arabia, the drones used had 
all the hallmarks of Iran. Yet it is also be-
lieved they were produced by the Houthi 
rebels using a 3- D printer. So who do we 
attribute the attack to? Iran or the Houthis? 
It is increasingly an ‘Alice through the 
Looking Glass’ world. 
   
 
 
 
 
 

H owever, on the plus side analysts are 
now thinking that drone warfare is a 

‘safer’ form of conflict. In December 2016, 
China seized a US underwater drone in the 
disputed waters of the South China Sea. 
After a few days (no doubt after a good 
look), they handed it back to the US.  
  More recently, the world held its breath 
after Iran shot down a US surveillance drone 
as tensions rose in the Gulf, and US  
retaliation was anticipated. But President 

Trump held back at the last minute, saying 
that no-one had been killed, so a reprisal 
attack would have been seen as  
disproportionate.  
  Had either of those incidents involved 
manned machines, with subsequent deaths 
or capture, it would have been far more 
likely to trigger a shooting war. But to start 
killing people is hard to justify, if all that has 
happened is that one of your toys has been 
smashed up.  

  As the Financial Times commented, mass 
produced cheap drones could be “… a  
valuable form of deterrence, especially for 
weaker countries…they could leave a  
superior military with a dilemma about how 
to respond without appearing to be the 
aggressor” (9) .  
  Well, here’s hoping... 
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1. Sunday Times magazine, 27.10.19 

2. https://www.fpri.org/article/2019/01/
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4. Financial Times, 24.08.17 - https://
www.ft.com/content/302fc14a-66ef
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hacked-iranian-hacker-group-oilrig-
to-steal-hacking-tools/ 
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◼ After one of its surveillance drones was shot down by Iran, the world expected the US 
to retaliate. President Trump held back however, saying that in the end no one had been 
killed in the incident.  

◼ In the recent attacks against Saudi Arabia, who do you attribute blame? Iran or the 
Houthi rebels? 

https://www.fpri.org/article/2019/01/low-tech-high-reward-the-houthi-drone-attack/
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COMMUNITIES 
PREPARED

WITH backing from The National Lottery Community Fund’s Reaching Communities  
programme until October 2021, Communities Prepared is now rolling out its second 
phase to communities across England. IMOGEN SMITH, Senior Project Officer with 
Communities Prepared, looks at how the projects have been working so far 

Visit communitiesprepared.org.uk for more information and to explore the full range of support 

available.  Connect with Communities Prepared: 
Twitter: @CommunitiesPrep    Facebook: CommunitiesPrepared   LinkedIn: communities-prepared 

http://www.communitiesprepared.org.uk/
https://twitter.com/CommunitiesPrep
https://www.facebook.com/CommunitiesPrepared/
https://www.linkedin.com/company/communities-prepared
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The story from Brixham seen here is just 
one of many examples of how the  

Communities Prepared programme has  
supported community resilience to date. 
  The learning outcomes of the first phase 
included the importance of the transferable 
skills that flood groups have to assist the 
emergency services in other types of  
emergency.  
  In the context of climate emergency, multi-
role community emergency volunteer groups 
are needed now more than ever to enable 
communities to effectively respond to the 
impact of severe weather emergencies.  
  With backing from The National Lottery 
Community Fund’s Reaching Communities 
programme until October 2021, the same 
partnership is now rolling out the second 
phase of Communities Prepared to  
communities across England.  
  In-person training, a first-of-its-kind online 
resilience hub and an advice line are all  
features of the support package on offer to 
communities, with resources designed to be 
adaptable across multiple emergencies,  
including snow, fire and utilities failure.  
  Key to developing ‘climate resilient  
communities’(1) is the facilitation of strong 
working partnerships between community 
volunteers, the emergency services and other 
external agencies.  

  The Cabinet Office’s 
recently published 
Community Resilience 
Development Frame-
work recognises the 
benefits of a  
collaborative  
approach to managing 
emergencies for  
individuals, business-
es, communities, 
emergency responders 
and the government 
(2) .

Key principles

role community emergency volunteer groups 

  The Cabinet Office’s 
recently published 
Community Resilience 

Driving  
community 
action in 
emergency 
response 

◼ LEFT: Portreath Flood Wardens try out their new kit and 
equipment. BELOW: the Brixham Flood Group at one of their
training events.
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suggested by the framework are that ap-
proaches to community resilience should be 
ethical and inclusive, transparent and  
accountable and bespoke to the needs of 
different groups.  
  It is suggested that efforts be made to build 
trust and overcome barriers to engagement 
amongst communities. 
  Training delivered through Communities 
Prepared helps volunteers understand the 
responsibilities and limitations of their role 
and how it complements the work of other 
agencies.  
  This is especially critical in areas that are 
hard to reach for the emergency services, 
where there is an even greater need, and 
opportunity, for communities to play a key 
role in being prepared, taking initial action, 
supporting the emergency services and  
continuing to assist clear-up efforts long 
after they have left.  
   
 

A long with the Environment Agency’s 
national team of Flood Resilience  

Engagement Advisors, other Category 1 and 
2 responders, including the Fire and Rescue 
Services and local authorities, are also in-
volved in the co-delivery of the programme’s 
key training modules - sharing their local 
expertise and enhancing important local 
relationships.  
  Guidance on wider community  
development topics, including digital skills 
and marketing are offered as follow-up  
support, tailored to the group’s needs and 
priorities.  
  The programme’s online resilience hub 
supplements this in-person training.  
Developed in consultation with a range of 
stakeholders, the hub is free to use for any-
one involved or interested in community 
resilience, including coordinators and  
members of community emergency volun-
teer groups, partner organisations and 
emergency planning professionals.  
  Training modules on incident  
management, flooding, snow and utilities 
failure are available as free downloads, 
along with example flood and emergency 
action plans and resources to support the 
longer-term sustainability of groups,  
including advice on volunteer recruitment 
and fundraising.  

  Interactive features, including an online 
members’ forum and a map of community 
resilience activity nationwide, help to  
facilitate discussions between groups and the 
sharing of knowledge and best practice.  
  As concerns around climate breakdown 
continue to build, and initiatives such as 
Extinction Rebellion, school strikes and 
citizens' assemblies are drawing considerable 
interest in community action, there is a clear 
opportunity to utilise this momentum.  

  In developing a network of trained and 
empowered volunteers in communities 
across the country who support one-another 
and connect at a local level, Communities 
Prepared is helping local people to realise 
their potential and feel confident to take 
effective action when 
it is most needed.  

 
 members of community emergency volun-

management, flooding, snow and utilities 

along with example flood and emergency 
action plans and resources to support the 

including advice on volunteer recruitment 

opportunity to utilise this momentum. 

◼ Volunteers undergo training at a live exercise in Portreath. A few weeks later, village 
was flooded! 

◼ Concerns about climate breakdown are 
beginning to grow 
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O n Thursday, 5 September 2019,  
Doncaster Council delivered a Speed 

Training Event for all their operational staff 
to provide an awareness of Doncaster  
Council’s emergency response arrangements 
and expectations at an operational level. 
  The event was organised by EPS member 
Rosalind McDonagh (Resilience and  
Emergency Planning Manager for Doncaster 
Council) and her colleague, Resilience  
Officer Jane Maughan. 
  The Speed Training Event consisted of a 
series of 15-minute presentations and 
demonstrations that started at 9am all the 
way through to 12noon. 
  The location was the Keepmoat Stadium, 
home to the legendry Doncaster Rovers 
Football Club. 
  The day opened with a presentation by 
Rosalind providing an overview of  
Doncaster Council’s Emergency Response 
Arrangements, followed by presentations on 
Flood Risk and Preparedness, and Action 
Counters Terrorism (delivered by the local 
Counter Terrorism Security Advisors). 
  The 80-strong audience was then split into 
groups and the speed training format com-
menced. 
  The long-suffering EPS YATH Branch 
Secretary, Darren Nugent, was invited to 
deliver A presentation on METHANE  
reporting. Or so he thought - he ended up 
delivering his presentation eight times in 
succession.  
  His key message being that local authority 
operational staff are on the ground covering 
the full geography of Doncaster and if a 
major incident was to occur it is highly  
likely a member of the audience would be 
present or nearby.  
  He emphasised that, in the absence of any 
other uniformed presence, members of the 
public would look to them for leadership – 
and their best approach to maximise the 

saving of life is to ring 999 and provide 
a clear concise METHANE message to 
get the necessary resources travelling 
immediately to attend and start saving 
lives.  
  Darren then briefly explained the key 
points of the METHANE message – 
declare a major incident, provide an 
exact location, describe the type of 
incident and the hazards present, advise 
on the best access route, estimate the 
number of casualties, 
and what emergency 
services are required. 
  Other presentations/
demonstrations  
included:  

• South Yorkshire 
Fire & Rescue 
Water Rescue  

   Capability; 

• British Red Cross 
Response  

   Capability;  

• Sandbagging & 
Flood Defence 
Demonstration;  

• National Power 
Grid Welfare  

   Response;  

• Snow Clearance 
and Gritting 
Demonstration. 

   
  The speed training concept worked 
effectively as the smaller audiences 
ensured a more personal delivery of the 
quality training on offer, and the regular 
movement every 15 minutes provided a 
sense of fun and maintained their inter-
est throughout the morning. 

‘Speed training’ in 
Doncaster 

◼ TOP: Its that 
man again! And 
again, and again… 
Darren Nugent 
gave his  
presentation eight 
times.  
ABOVE: South 
Yorkshire Fire & 
Rescue. 
LEFT: Rosalind 
McDonagh opens 
the event. RIGHT: 
Rosalind with her 
colleague Jane 
Maughan 
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International  
visitor boost for 
the ‘big show’ 
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T he Emergency Services Show, the UK’s  
largest event for the emergency services, 

attracted a growing number of overseas visitors 
(5 per cent up on 2018) this year, as over 8,300 
travelled to the NEC last month to discover 
emerging technologies and learn the latest  
techniques and practices. 
   The indoor and outdoor exhibition featured 
over 450 organisations including over 100 new 
exhibitors. New technology on display included 
connected vehicles, satellite communications, 
ruggedised computers, tablets and phones, data, 
cloud storage, wearable tech, connectivity, 
UAVs or drones, hybrid and electric vehicles, 
body-worn cameras and other video capture  
systems.  
  Other technological innovations included the 
latest in protective fabrics, medical equipment, 
fire fighting and rescue tools and equipment. 
   “There’s lots to be learnt not just from the 

equipment side but also from the presentations as 
well. It’s first-class, a fantastic mix,” added Russ 
Mount from Nottinghamshire Fire and Rescue. 
“There’s not an area of the emergency services 
that hasn’t been thought of. It’s quite jaw-
dropping really. There’s a very positive feel 
about it as well. We’ve brought colleagues today 
and you can see their eyes lighting up. You can 
see them getting involved, interacting and  
learning.” 
   “I come not just as a member of a search and 
rescue team but with some professional interest 
as well,” said Emil Olutosin of Connect Group. 
“It’s really useful to see what’s upcoming and 
what the new developments are and also to meet 
with lots of other people and to network. You’ve 
got the practitioners here, the people who  
actually use the products. It’s been a really,  
really interesting show.” 
   “We are here to learn about new training  
procedures,” said Lt. Col Portela of Brasilia Fire 
Brigade, part of a delegation from Brazil visiting 
the event. “Making new contacts and exchanging 
experiences, knowledge and training with the 
UK.” 
   The show also attracted strong media interest 
with Virgin Radio’s Chris Evans interviewing 
event director David Brown on the morning of 
the first day and BBC Midlands Today reporting 
from the show in both its afternoon and evening 
news programmes. 
   “Our positive exhibitor feedback has been 
backed up by over 80 per cent having rebooked 
for our 2020 event,” said David Brown of 

Broden Media, now part of the 
Nineteen Group. “This strong 
position will free us up to put even 
greater resources into developing 
The Emergency Services Show. 
Strengthening police participation 
in the event has long been im-
portant to us and I am delighted to 
announce that we will be  
introducing a Future Policing  
feature in 2020.” 
   The Emergency Services Show 
returns to Hall 5 at the NEC,  
Birmingham on 23-24 September 
2020. 
   Many exhibitors testified that 
The Emergency Services Show 
also gives them a unique oppor-
tunity for customer feedback. 
“From our point of view, it has 
been good to gauge what people 

 

◼ ABOVE: Head for heights? A 
few brave visitors tried out this 
piece of kit.  
LEFT: the EPS stand at the show 
which received many visitors.  
TOP: an aerial shot of the many 
exhibition stands 
ABOVE LEFT: the crowded aisles at 
this year’s packed show.  
RIGHT: for those in the resilience 
sector, there was something for 
everyone 

http://www.emergencyuk.com
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really want from new products,” said Stuart 
Goodman, Product Specialist at 3M Scott 
Safety. “We can then filter that information 
back and develop new products for the future.” 
   “The Emergency Services Show has been an 
incredible platform for us,” said Samantha 
D’Uva, Global Manager, Product Public Rela-
tions and Influencer Engagement at MSA Safe-
ty. “Everybody is here to learn about what eve-
ry manufacturer has to offer and where technol-
ogy is going so that we can help keep firefight-
ers safer. It’s all about technology, and not just 
what’s available now but what will be available 
tomorrow. That theme has resonated really well 
and we are proud to have been a part of it.” 
   “We’ve been part of The Emergency Services 
Show for a very long time,” commented Nicola 
Savage, Managing Director of Excelerate 
Technology. “I have been able to talk and en-
gage with people that have very, very simple 
problems that can be solved very cost-
effectively and very easily. We’ve had really 

good quality of conversations and lots of interest in the 
products and solutions we have here. It is hugely  
important to be able to have a presence.” 
   “It’s probably the best show that I can recall coming 
to,” said Colin Hanna, Head of National Sales at St 
John Ambulance. “There’s a whole vibe and buzz about 
the show this year and there’s a lot of energy to it. The 
quality of the people who have come up and who are 
genuinely interested in what we are doing, and we can 
offer them a genuine benefit. It’s been a real roaring 
success.” 
   Raymond Rodgers, Owner of Rigloo added, “We’ve 
had really good conversations with people, mind-
blowing to be honest. It’s been fantastic exposure; we 
couldn’t have asked for anything better.” 

The Security Expo is being held at the 
Olympia in London on 3-4 December, and 

once again the EPS will have a stand at the 
event.   On 3 December, the BSI will be mak-
ing a major contribution. The BSI has recently 
revised the British security screening stand-
ard, BS 7858:2019 “Screening of individuals 
working in a secure environment – Code of 
practice”. It now has a broader scope for use 
in all secure environments where security or 
safety of people, goods, services, data or 
property is a requirement of the employing 

organisation or where such screen-
ing is in the public interest. 
  This standard can cover: 
•Security employees

•Those with access to IT

infrastructure

•Anyone working in laboratories with 

sensitive substances or technology

•Cleaners employed in secure environments 

such as government buildings.
We are delighted to announce three speak-
ers will provide briefings about the standard 
and its scope from the following perspectives 
at 3pm in theatre 3:

•How the standard was developed for this 

revision – Steve Lampett, Technical Manager,

British Security Industry Association 
•Implementing the standard – An industry

perspective – Lisa Thomas, Director – Vetting 
Services, Total Security Management, Procius 
Limited, a Mitie business

•Certification to BS 7858 – A Certification 

Body perspective – Clare Crump, NSI Auditor,
National Security Inspectorate

BSI will be happy to answer any questions 
on BS 7858 or the portfolio of UK physical
security standards.

organisation or where such screen-

Anyone working in laboratories with 
British Security Industry Association

•Implementing the standard An industry

The Emergency Services Show returns to the 
NEC Birmingham on: 
23-24 September 2020

Standards for the 
security industry 
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Small firms  
under threat 
from cyber  
attacks 

THE ‘Flood & Coast’ event at Telford will 
take place next year on 2-4 June. Manage-
ment of the event has been taken over by a 
new group, CSL Services Limited (CSL), 
the trading company of CIWEM (Chartered 
Institution of Water and Environmental 
Management), from Trio Events, who 
launched and have organised the event since 
2016. 
   The event will continue to be developed 
and delivered in partnership with the  
Environment Agency. 
   Terry Fuller, CIWEM Chief Executive, 
said: "CIWEM is delighted to own this 
prestigious event and congratulate Trio 

Events for their achievements over the past 
four years. We will be working closely with 
the industry to deliver Flood & Coast in 
2020 and beyond and look forward to  
welcoming the industry to Telford in June 
next year." 
  The Directors of Trio Events said:" We are 
delighted that we have secured the position 
of Flood & Coast as a key event in the  
environmental calendar and wish CIWEM 
and their partners every success for the 
future.  We hope the 'flood family' will 
continue to support Flood & Coast as  
enthusiastically as they have to date." 
  

THERE has been dismay that over 16,000 
buildings in England  failed fire safety  
inspections last year.  
  Around one in three buildings inspected by 
their local Fire & Rescue Authority for a fire 
risk assessment and fire prevention 
measures, were  found to be 
“unsatisfactory”.   
  This included 1,388 hotels, 458 schools 
and 155  
hospitals. More 
than 2,300  
buildings faced 
enforcement 
orders or were 
prosecuted.  
  More than 
2,100 care 
homes in  
England were  

also rated unsatisfactory. The Sunday Times 
(17.11.19) reported the worst case – a  
residential home for the elderly, many with 
dementia, in Cheshire where the ‘evacuation 
plan’ for an upper level was discovered to be 
a rope ladder in a bag. The home was fined 
£40,000.  
  As the Sunday Times commented: “Many 
in care homes would be unable to move 
quickly enough to get out of a building 
which is on fire.” 
  Meanwhile, HM Inspectorate of  
Constabulary, Fire & Rescue Services has 
called for more resources for Fire & Rescue 
Authorities to carry out wider safety audits. 
They point out the number of fire safety 
audits carried out has fallen by 42 per cent, 
from 84,575 in 2010-11 to 49,423 in  
2017-18. 
◼ Two years on from Grenfell, last year 
16,000 buildings failed safety checks 

Crisis incidents, such as cyber-attacks, extor-
tion, industrial espionage and terrorism, are 
costing UK small businesses billions of 
pounds a year, according to a new survey 
carried out by Gallagher, one of the world’s 
largest insurance broking, risk management 
and consulting services companies.  
   Small businesses paid out an average 
£6,416.50 last year to deal with crisis inci-
dents. This equates to a combined business 
cost of £8.8bn in 2018 alone.  
  The Gallagher survey found:  
 

• 1.4 million small businesses were hit by a 
major attack or security incident (“crisis”) 
last year, costing a combined £8.8 billion, 
according to research by Gallagher[i]  

• A quarter (24 per cent) of small businesses 

in the UK were affected by a crisis inci-
dent in 2018 – a 5 per cent increase on the 
previous year 

• Cyber and IT security revealed as the “soft 

underbelly” of small businesses – data 
breaches, cyber-attacks, malware and ran-
somware attacks were the most prevalent 
form of crisis event, accounting for 15 per 
cent of all incidents in 2018 

• A quarter (23 per cent) of small businesses 
think they could survive for less than a 
month if they were unable to trade follow-
ing a crisis event 

• Based on these findings, Gallagher pre-
dicts that 57,000 UK small businesses 
could collapse in 2019 due to an inability 
to trade following a crisis event 
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Telford ‘Flood & Coast’ event - 
under new management 

Fire audits fall by 42 per cent  

https://outlook.live.com/mail/inbox/id/AQMkADAwATMwMAItYTk3ZC1jYmM2LTAwAi0wMAoARgAAA%2BQKakUeKK5Eju9OztBgyOUHAKyAVVvuGVVGoiLnrk0k8VQAAAIBDAAAAKyAVVvuGVVGoiLnrk0k8VQAAv0gQ7AAAAA%3D#x__edn1


◼ The Romanian resilience workers clearly
enjoying learning the basics of 
film making. TOP LEFT: para-
medics practice how to film a 
stretcher evacuation, without 
jeopardising patient 
confidentiality. 
RIGHT: Ian Cameron outlining
the basics of video literacy. 
LEFT: using the scenario of a 
hairdressing salon to practise
close-ups, mid-shots and long
shot. 
RIGHT: Bob Wade also gave a 
presentation at SARTISS on the
problems of Fake News, which 
can be a major issue in Eastern 
Europe. 

NEWS UPDATE 

Teaching video literacy 
in Romania DELEGATES to the annual SARTISS

conference in Romania in November 
had a presentation with a difference 
when Ian Cameron, chair of South West 
EPS, had the audience of their feet 
making short films.  
  Ian, and Resilience editor Bob Wade, 
have been attending the annual event 
since it was established a decade ago. 
SARTISS - which basically stands for 
‘search and rescue in difficult terrain’ - 
is run by SMURD, the Romanian  
combined fire-health-mountain rescue 
service. Ian and Bob have taken SMURD 
on the ‘crisis communications’ journey 
for the past 10 years.  
  This year it was a presentation with a 
difference, as Ian took the young fire-
fighters and paramedics through the 
basics of video literacy. 
  As Ian explained, today we are all 
walking communications systems - and 
that Smart Phone in your pocket lets 
you make broadcast quality video.  In 
today’s fast moving world of  
communications, you could make sure 
your organisation could rapidly respond 
to the news agenda, providing your 
target audience with visual ‘proof 
points’ of your key messages. 
  Ian has written to all EPS branches, to 
look at a proposal for setting up training 
courses in video literacy for the  
resilience sector, which could also  
generate income for the EPS.  
  The experience in Romania  
demonstrated it is an area that the  
resilience sector is eager to take up. 
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A recent development in the Salisbury 
case is about the identity of the “third 

man” who commanded the would-be 
assassins.  
  He is a Senior Russian Intelligence officer 
believed to have been sent over to the UK 
in March 2018 as Commander of the failed 
Sergei Skripal assassination mission.  
  Denis Vyacheslavovich Sergeyev was a 
Major General in the Russian Military  
Intelligence (the infamous GRU). BBC 
Newsnight and the Independent  
Investigation Website Bellingcat plotted his 
movements whilst he was over here.  
  Having arrived in London from Moscow, 
Sergeyev stayed in Paddington for 48 hours 
and made some very curious excursions. He 
was also in the UK in 2017 at the same time 
as one of the suspects, Alexander Mishkin. 
  As this latest development was being  
discovered, Vladimir Putin was being inter-
viewed the Financial Times and was asked 
about Salisbury poisoning - he replied: 
"Treason is the gravest crime possible and 
traitors must be punished."  
  This was published just hours before Putin 
met Theresa May at the G20 Summit in 
Japan in June, the first time the two have 
met since the events of March 
2018.  
  Theresa May told Putin that 
"it was time for Moscow's 
irresponsible and destabilising 
activity to end."  
  Nobody has yet faced justice 
for the attack on Sergei and his 
daughter Yulia - Russia has 
always denied any involve-
ment. Newsnight's Defence 
Editor, Mark Urban reported 
that two Colonels of the  
Russian Military Intelligence 
(the GRU) were charged last 
September (in absentia), but 
Mark Urban did not think that 
they did it all on their own.  
  Urban reported that Denis 
Sergeyev arrived in the UK on 
Friday, 2 March 2018, flying 
into Heathrow from Moscow 
and left two days later on 4 
March, the same day as the two 
Russian assassins left. But on 
different flights.  
  Christo Grozev of Bellingcat 
explained how they identified 
Sergeyev by searching on his 
middle name 
(Vyacheslavovich). 
Bellingcat obtained Sergeyev's 
mobile phone billing infor-

mation and this revealed his movements 
whilst in the UK.  
  Christo Grozev explained how Bellingcat 
were able to work out when Sergeyev  
received his instructions from Moscow and 
when he reported back. They can be sure of 
this because he only called to and received 
calls from one Russian telephone num-
ber.  Many of the data connections and calls 
were timed as early as 3am and 6am. 
  The billing points enabled Bellingcat and 
Newnight's Mark Urban to track his move-
ments  from Heathrow to where he stayed 

  By Darren Nugent 

Darren is a sergeant    
with South Yorkshire 
Police. He works in 
the Contingency  
Planning Unit, and 
has been a CBRN First 
Responder for 17 

years. He is Secretary of the Yorkshire & The 
Humber EPS Branch. 

NEWS UPDATE 

I HAD a series of mis-calls in August. 
From Russia!  Being curious I called 
the number back but without  
answer.  
  At about the same time I was  
following a story on Twitter about 
western journalists that had written 
articles attacking Russia that had 
been ‘phished’  by Russian  
Intelligence.   
  I was interested because I realised 
that I had a series of articles in  
Resilience magazine that presented 
Russia in a not too positive light 
(two Skripal articles and one on 
Chernobyl).  
  Mark Urban (BBC Newsnight  
journalist, writer of the book, The 
Skripal Files, reviewed in Resilience 
magazine last year) was a victim of 
Russian phishing.  
  Urban commented about recent 
phishing attacks against journalists 
and that his account was among 
those targeted, at a time he was 
developing a story about Russian 
Military Intelligence Major General 
Denis Sergeyev’s involvement in the 
Salisbury affair. 
  Do Russian Military Intelligence 
read our Resilience magazine? Why 
not? It is a leading UK publication on 
emergency planning so would 
attract their interest. 
  Actually, I am a big fan of Russia 
culture. Being musically minded 
Stravinsky and Shostakovich are 
great heroes of mine and long  
before I became a Police Officer I 
was a fan of Dostoyevsky’s Crime 
and Punishment.  
  The Skripal poisoning in Salisbury 
story has developed recently so I 
thought an update for Resilience 
magazine was required. Who 
knows? It might encourage my  
Russian friends to reconnect! 

Sounds 
‘phishy’? 

Skripal: on the trail of 
the ‘Third Man’ 

met Theresa May at the G20 Summit in 
Japan in June, the first time the two have 
met since the events of March 

Theresa May told Putin that 

irresponsible and destabilising 

Nobody has yet faced justice 
for the attack on Sergei and his 

Editor, Mark Urban reported 

Russian Military Intelligence 
(the GRU) were charged last 
September (in absentia), but 
Mark Urban did not think that 
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in Paddington, and his excursions during 
Saturday, 3 March - the day before the  
Salisbury poisoning.  

On Saturday morning he went out to 
Oxford Circus and then onto the  

Embankment on the Thames riverside where 
he spent quite a reasonable amount of time.   
  This is interesting because it is only a short 
walk from Waterloo where at 12.45 that day 
the two assassins set out to Salisbury.  
  There is a time when the three men 

were in the same 
place at the same 
time.   
  WhatsApp was 
installed on his 
mobile, so it is 
possible that that 
was the method 
they used to stay 
in contact. 
  Whilst at the 
Embankment, 
Sergeyev is in 
contact via that 
Russian number 
– the same
number that he
communicated
with 11 times
whilst in the UK,
and Bellingcat
asserted that it is
the same number
that Sergeyev
contacts during
all his foreign
missions for the
last three years
(how do they
know this?). It
must be a special
number.

Urban proposes
that Sergeyev
commanded the

operation.  On Sunday morning (4 March) 
Colonels Anatoliy Chepiga and Alexander 
Mishkin set off from their hotel to Salis-
bury.   
  By the time they were at the Skripals ad-
dress, Sergeyev was airside at Heathrow 
airport. He set off about an hour later. 

In September 2018, when the two assassins 
were charged by the Metropolitan Police, 

Assistant Commissioner Dean Hayden said 
(to BBC's Panorama) that: 
   "Whoever else was involved is subject to a 
live line of enquiry, my ambition remains to 
bring these two individuals and anyone else 
involved in this attack to justice through the 
British criminal justice system. I will not 
give up." 
  Since that was said nothing has been 
actioned against Sergeyev.  
  When Urban approached the Metropolitan 
Police with his suspicions on Sergeyev, they 
responded:    
  "The investigation team continues to pur-
sue a number of lines of enquiry, including 
identifying any other suspects who may have 
been involved in carrying out or planning the 
attack. We are not prepared to discuss  
further details of what remains an ongoing 
investigation." 
  But Urban asks whether with UK attempts 
to mend relationships with Russia is it likely 
that we will push for action against  
Sergeyev? 

⚫ Mark Urban is currently working on an 
updated paperback version of his Skripal 
Files book, publication date TBC at time of
writing.
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